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Unleash the Social Value of Insurance 

Riding on Digital Transformation and  

Cross-sector Collaboration



Widening Protection Gaps
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Contribution by Hong Kong
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Innovative products & pragmatic

risk management solutions

Web 3 development

Insurance-Linked Securities (“ILS”) 



Cyber Threats and Opportunities 

Global Cyber Insurance Market 

2018 - 2030

39,000 
cybersecurity 

incidents occurred 

in 2020

Local companies and 

residents lost 

more than

HK$2.9B to 

cybercrimes in 2020

Potential economic 

losses due to 

cybersecurity 

incidents may reach

10% of GDP

Financial services 

industry involved in

¼ of cybersecurity 

incidents

Source: FSDC Paper No.49, HK Financial Services Development Council
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Situation in Hong Kong

Source: Polaris market Research Analysis (2022), Swiss Re Institute (2023)



Evolution of Cyber Insurance
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Operational Resilience

1. Industry Insights 2. Risk-based Framework 3. Industry Awareness

Risk Rating 

Distribution

30% 25%

45%

High risk insurersLow risk insurers

Medium risk insurers

Enhanced 
Competency 
Framework

Cyber-related 
workshops

1. Inherent Risk Assessment 

2. Maturity Assessment

3. Identify and fill the gap

GL 20 Assessment Framework

Three-Pronged Approach
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Differential pricing

Data & expertise 

for risk identification, 

management and mitigation

Vibrant risk management 

ecosystem 

(e.g. ILS)

Green & 

sustainable 

finance

Innovative products 

(e.g. parametric insurance)

Roles of Insurance Industry
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Total economic losses of US$270B in 2022

Source: Munich RE 

Climate Change is a Global Menace
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Nat Cat Protection Gap by region, US$ Billion

(2017 – 2022)
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GDP Growth and Insurance Penetration in Asia Pacific
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Sources: IMF (2023), Swiss Re (2023)

High growth and low insurance penetration

Insurance penetration Real GDP Growth
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Major Nat Cat ILS Issuances in 2022

Concentration of Nat Cat ILS Issuances

The United States

US$5,857.5 million

Mainland China

US$32.5 million

(Issued in Hong Kong)   

Japan

US$386.2 million   

ILS covering Multi-Location Risks 

(North America, Europe and Japan) 

US$2,390 million 

Source: Artemis 



Success Factors for ILS Hub
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Risk Pool

Capital Market

Government Support

Financial Infrastructure

Professional Talents

Data Source

Risk Modelling
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Open API Framework
Cross-boundary 

Collaboration

Research on 

Federated Learning

Cross-sector Collaboration



IA Philosophy 2.0

Enabling Technology

Digital Infrastructure

Data Connectivity

Cross-sector collaboration

Achieve balanced development of 

the long-term and general sectors

Integrated into the 

National Development Arena

Reinforce the status of Hong Kong as 

a Global Risk Management Centre

Unleash the social value of 

insurance
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Thank You

www.ia.org.hk

Insurance Authority

Follow us:

Insurpedia 蓋世保鑑
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