Anti-Scam Consumer Protection Charter 3.0

(TRIEVHEEDTEFERSIE 3.0)

Building on earlier efforts in combating digital frauds and scams, the Hong Kong
Monetary Authority, the Securities and Futures Commission, the Insurance Authority
and the Mandatory Provident Fund Schemes Authority (collectively referred to as
“Financial Regulators™) have jointly launched the Anti-Scam Consumer Protection
Charter 3.0 (“Charter 3.0”), with participation from a collection of technology firms
and telecommunications firms (collectively referred to as “Participating
Institutions”). The Charter 3.0 is fully supported by the Consumer Council, The
Hong Kong Association of Banks, the Hong Kong Police Force, and the Office of
the Communications Authority (in alphabetical order).
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The Charters 1.0 and 2.0, launched in 2023 and 2024 respectively, have helped the
public in guarding against credit card scams and other digital frauds. The Charter
3.0 marks a significant step forward in establishing collaboration among technology
firms, telecommunications firms and the Financial Regulators in combating financial
frauds and scams targeting the Hong Kong public.
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The Charter 3.0 features six key principles, focusing on the reporting of suspected
financial frauds and scams, checking of advertisers, internal monitoring processes,
enforcement of terms of service and collaboration on public education and
awareness.
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Charter 3.0 Principles
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1. Reporting Functions for Users. Participating Institutions will allow users to
file reports related to suspected financial frauds and scams, and will endeavour
to address them in a reasonable manner, once found to be in violation of the
Participating Institutions’ policies.
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2. Reporting Channels for Financial Regulators. Participating Institutions will
provide a direct and efficient process for the Financial Regulators to report
suspected financial frauds and scams, and to follow up on such reports.
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3. Checking of Advertisers. Participating Institutions will adopt a risk-based
approach to facilitate verification, applying measures that are necessary and
proportionate.
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4. Internal Monitoring Processes. Participating Institutions will put in place and
update from time to time internal rules, policies, processes, and tools to monitor
advertisements and content that promote financial products or services on their
platforms, with a view to creating a safe online environment for users.
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5. Enforcement of Terms of Service. Participating Institutions will enforce their
own terms of service by detecting and removing financial scam advertisement
or content that violate their platform policies.
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6. Collaboration on Public Awareness. Participating Institutions will work
together with the Financial Regulators and the financial industry on raising
public awareness about frauds and scams and promoting cybersecurity. This
will include Participating Institutions’ collaboration with the Financial
Regulators, financial institutions or other agencies where appropriate, to launch
anti-deception promotional campaigns to educate the Hong Kong public.
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Each Participating Institution will implement the actions that apply to it, based on its
unique business models. The commitments and actions in this Charter are voluntary
and non-legally binding, and are intended to be applied on a proportionate basis as
appropriate.
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Participating Institutions (in alphabetical order)
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Technology firms 7/ 5]

Douyin $3}3%

Google

Meta

Microsoft

WeChat

Weibo
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Telecommunications firms &5 :H/\ 5]

China Mobile Hong Kong Co. Ltd. FEZEIEHEAGIRE /A ]

China Unicom (Hong Kong) Operations Limited 1 58 8 (&) #H 2 H PR/ 5]
HGC Global Communications Limited 325k 2158 AR/ E]

HKT Limited F&EHARAE

Hutchison Telecommunications (Hong Kong) Limited fIEt B (F &) B IRA T
SmarTone Mobile Communications Limited 85 /E 81 AR\ H]



