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PART | OVERVIEW

1.

INTRODUCTION

11

1.2

1.3

1.4

This Guidance Note aims to prevent criminal o$ethe insurance
industry for the purposes of money laundering amcbtist financing. It
presents the background information on money latmgleand terrorist
financing and summarizes the relevant legislationgiong Kong. It

also sets out the expectation of the Office of @@mmissioner of
Insurance (“OCI”) of the internal policies and pedares of authorized
insurers, reinsurers, insurance agents and inseiarakers carrying on
or advising on long term business (hereinafterrreteto as “insurance
institutions”) to guard against money laundering #arrorist financing.

This Guidance Note applies to all insurancdituigons which are not
financial institutions authorized by the Hong Kokignetary Authority
under the Banking Ordinance (Cap. 155) (“authoriziedlncial
institutions”).  Insurance institutions that arethauized financial
institutions are subject to the Hong Kong Monetakythority’s
guidelines on prevention of money laundering (“thdKMA’s
guidelines”). However, to the extent that there some insurance
specific requirements and examples of suspiciars#actions or money
laundering cases in this Guidance Note which maybeoshown in the
HKMA'’s guidelines, the insurance institutions thate authorized
financial institutions are required to have regarydparagraphs 2.2, 5,
6.1-6.3, 6.6.1-6.6.3, 6.7-6.8, 7.2.4 and 8.2.1%el§ as Annexes 2, 3, 4
and 5 of this Guidance Note.

This Guidance Note does not have the forceawfdnd should not be
interpreted in any manner which would override finevisions of any

applicable law or other regulatory requirementsowlver, failure to

follow the requirements of this Guidance Note bsuirance institutions

may reflect adversely on the fithess and properaetseir directors and

controllers.  Similarly, failure to follow the remements of the

HKMA'’s guidelines by the insurance institutions tthere authorized

financial institutions may reflect adversely on fliress and properness
of their directors and controllers. The OCI maketaany appropriate
interventionary actions empowered by the Insurarf@empanies

Ordinance (Cap. 41) or other administrative sanetid an insurance

institution is found to be not in compliance withist Guidance Note.

The scope of this Guidance Note covers theviaes of all insurance
institutions to the extent that such activities arthin the jurisdiction of
Hong Kong. Where a Hong Kong incorporated insuganstitution has
branches or subsidiaries overseas, the requirenadsasapply to their
overseas branches and subsidiaries. Where thierémparements differ

Office of the Commissioner of Insurance 1



from these requirements, the overseas operatiangdgshpply the higher

standard to the extent that the local laws pernWwhere an overseas
branch or subsidiary is unable to observe groupdstals, the OCI

should be informed.

1.5 This Guidance Note will be regularly reviewed aevised in the light
of developments in international standards on preee of money
laundering and terrorist financing.

Office of the Commissioner of Insurance 2



2. BACKGROUND

2.1 Whatis money laundering and terrorist financing?

2.1.1 Money laundering is the processing of thieitilproceeds of
crime to disguise their illegal origin. Once thgseceeds are
successfully laundered, the criminal is able toognjhese
monies without revealing their original illegitineasource.

2.1.2  Financing of terrorism can be defined aswiliiell provision or
collection, by any means, directly or indirectlyf, fands with
the intention that the funds should be used, dheénknowledge
that they are to be used, to facilitate or carry tewarorist acts.
Terrorism can be funded from legitimate income.

2.2  Vulnerabilitiesin insurance

2.2.1 The insurance industry is vulnerable to molaeydering and
terrorist financing. When a life insurance polityatures or is
surrendered, funds become available to the poligigdnr or
other beneficiaries. The beneficiary to the contra@ay be
changed possibly against payment before maturisumender,
in order that payments can be made by the insorex hew
beneficiary. A policy might be used as collata@lpurchase
other financial instruments. These investmentshemselves
may be merely one part of a sophisticated web ohptex
transactions with their origins elsewhere in tmaficial system.

2.2.2 Examples of the type of long term insuranoetracts that are
vulnerable as a vehicle for laundering money ofriiring
terrorism are products such as:

(&) unit-linked or with profit single premium coatts;

(b) single premium life insurance policies thatrstaash
value;

(c) fixed and variable annuities; and
(d) (second hand) endowment policies.

2.2.3 Money laundering and the financing of teswri using
reinsurance could occur either by establishing itibcts
(re)insurance companies or reinsurance intermediafionting
arrangements and captives or by the misuse of rorma
reinsurance transactions. Examples include:
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* the deliberate placement via the insurer of thegeds of
crime or terrorist funds with reinsurers in orderdisguise
the source of funds;

* the establishment of bogus reinsurers, which maydesl
to launder the proceeds of crime or to facilitaterdrist
funding;

* the establishment of bogus insurers, which maydeel tio
place the proceeds of crime or terrorist funds with
legitimate reinsurers.

2.2.4 Insurance intermediaries are important forstridhiution,
underwriting and claims settlement. They are ottes direct
link to the policy holder and therefore, intermeia should
play an important role in anti-money laundering aodhbating
the financing of terrorism. The same principleatthpply to
insurers should generally apply to insurance inéeharies.
The person who wants to launder money or finano®riem
may seek an insurance intermediary who is not ankoe does
not conform to necessary procedures, or who failetognize
or report information regarding possible cases abney
laundering or financing of terrorism. The interrzatks
themselves could have been set up to channeltifiee funds
to insurers.

2.3  Stages of money laundering

2.3.1 There are three common stages of money lamgdduring
which numerous transactions may be made by thed&ers
that could alert an insurance institution to patntriminal
activity:

(a) Placementthe physical disposal of cash proceeds
derived from illegal activity;

(b) Layering— separating illicit proceeds from their source by
creating complex layers of financial transactioesigned
to disguise the source of money, subvert the dralitand
provide anonymity; and

(c) Integration- creating the impression of apparent
legitimacy to criminally derived wealth. If theykring
process has succeeded, integration schemes pla&ce th
laundered proceeds back into the economy in sushya
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2.3.2

that they re-enter the financial system appearmgoé
normal business funds.

The following chart illustrates the laundgristages in more

detail.

LAUNDERING OF PROCEEDS

CASH PROCEEDS CASH DEPOSITS PURCHASE OF
FROM STREET IN LEGITIMATE LIFE INSURANCE
SALES AND NET CASH FINANCIAL CONTRACT
CASH IMPORTS PROCEEDS INSTITUTION
FROM DRUG AFTER CASH
TRAFFICKING OPERATING REDEMPTION OF
AND OTHER COSTS CASH PURCHASE CONTRACT OR
CRIMINAL OF SINGLE SWITCH TO OTHER
ACTIVITIES PREMIUM LIFE FORMS OF

t INSURANCE INVESTMENT

CASH IMPORTS
FROM DRUG
TRAFFICKING
AND OTHER
CRIMINAL
ACTIVITIES

[ ] Domestic
[ ] Foreign

2.4 International initiatives

2.4.1 The Financial Action Task Force (“FATF”) wastablished in
1989 in an effort to thwart attempts by criminalddunder the
proceeds of criminal activities through the finah@ystem. In
November 1990, Hong Kong was invited to participasean
observer in FATF, and has, since December 1996éncedd
FATF meetings and played an active role in its htions.
Hong Kong was admitted as a full member in Marc@119
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24.2 The FATF has, among other things, put fodwat0
Recommendatiorisvhich cover the criminal justice system and
law enforcement, the financial system and its raoh, and
international co-operation against money launderinge latest
version of 40 Recommendations was released in 2008. In
October 2001, the FATF expanded its scope of workaver
matters relating to terrorist financing and pronaidgl Special
Recommendations on Terrorist Finanéifffyrther updated in
October 2004). These two sets of Recommendatensus the
international framework to detect, prevent and segp money
laundering and terrorist financing activities. Asmember of
the FATF, Hong Kong is obliged to follow the measiin the
Recommendations.

2.4.3 To keep in line with the development of @mon of money
laundering and terrorist financing standards in fimancial
sectors, the International Association of InsuraSopervisors
(“IAIS”) issued a Guidance Paper on Anti-Money Ldarnng
and Combating the Financing of Terrorfsin October 2004
which adapts the standards in the FATF Recommeortatio
the specific practices and features of the insw@gamgsiness.
The OCI's Guidance Note has taken into accountréfevant
measures in the FATF Recommendations and the IAIS
Guidance Paper.

The 40 Recommendations can be downloaded fronTR#dbsite ahttp://mwww.fatf-gafi.org

The Special Recommendations on Terrorist Financiang be downloaded from FAFT website Hip://
www.fatf-gafi.org

The Guidance Paper on Anti-Money Laundering andniating the Financing of Terrorism can be
downloaded from IAIS website http://www.iaisweb.org
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3. LEGISLATION

3.1 Thelegidation concerning money laundering in Hong Kong

3.1.1 Legislation has been enacted in Hong Kongatmress
problems associated with the laundering of procéeuas drug
trafficking and serious crimes. The Drug Traffrodi
(Recovery of Proceeds) Ordinance (Cap. 405) (“DTROP
provides for the tracing, freezing and confiscatioh the
proceeds of drug trafficking and creates a crimwfénce of
money laundering in relation to such proceeds. ddiséction 4
of DTROP, proceeds are not limited solely to theialcprofits
of drug sales or distribution, but may constituty @ayments
or other rewards received by a person at any tme®hnnection
with drug trafficking carried on by him or anothand property
derived or realized therefrom.

3.1.2 The Organized and Serious Crimes Ordinancap.(@55)
(“OSCO”), which was modelled on the DTROP, extetius
money laundering offence to cover the proceedsdiciable
offences in addition to drug trafficking.

3.1.3 The key money laundering provisions in the @vdinances are
summarized below. This does not constitute a legal
interpretation of the provisions of the legislati@ferred to, for
which appropriate legal advice should be sought revhe
necessary.

3.1.4 Sections 3 to 5 of the OSCO provide that Sleeretary for
Justice or an authorized officer, for the purposewestigating
an organized crime, may apply to the Court of Hmstance for
an order to require a person to provide informabomproduce
material that reasonably appears to be relevantth®
investigation. The Court may make an order that glkrson
makes available the material to an authorized effic An
authorized officer may also apply for a search amrunder the
OSCO. A person cannot refuse to furnish infornmatimr
produce material under sections 3 or 4 of the O3@WChe
ground of self-incrimination or breach of an obtiga to
secrecy or other restriction on the disclosure rdbrmation
imposed by statute or other rules or regulations.

3.1.5 Authorized officer includes any police officer, amember of
the Customs and Excise Service established byose8tof the
Customs and Excise Service Ordinance (Cap. 342)anyr
officer in the Joint Financial Intelligence UnitJEIU”) which
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was established and is operated jointly by thecBoéind the
Customs and Excise Department.

3.1.6 Section 25(1) of DTROP and OSCO create tHenoé of
dealing with any property, knowing or having reasae
grounds to believe it in whole or in part directly indirectly
represents the proceeds of drug trafficking or mfiradictable
offence respectively. The offence carries a marnsgntence
of 14 vyears’ imprisonment and a maximum fine of
HK$5 million.

3.1.7 It is a defence under section 25(2) of botdiftances for a
person to prove that he intended to disclose as s@oit is
reasonable such knowledge, suspicion or matter o a
authorized officer or has a reasonable excuse ifofdiure to
make a disclosure in accordance with section 25A¢2both
Ordinances.

3.1.8 Section 25A(1) of both Ordinances imposeatusiry duty on a
person, who knows or suspects that any properiyhiole or in
part directly or indirectly represents the proceexdsdrug
trafficking or of an indictable offence, or wasisrintended to
be used in that connection, to make a disclosureano
authorized officer as soon as it is reasonabléhiior to do so.
Section 25A(7) of both Ordinances make it an oféeffar a
person failing to make such disclosure. The oféeoarries a
maximum penalty of a fine of HK$50,000 and impriswmnt
for 3 months.

3.1.9 It should be noted that section 25(4) of OS&@06vides that
references to an indictable offence in sectiona@8 25A of
OSCO include a reference to conduct which wouldsttute
an indictable offence if it had occurred in Hongni§o That is
to say it shall be an offence for a person to deith the
proceeds of crime or fail to make the necessawgiatisre under
section 25A(1) of OSCO even if the conduct is nanmitted
in Hong Kong, provided that it would constitute iadictable
offence if it had occurred in Hong Kong.

3.1.10 Section 25A(2) of both Ordinances provids tha person who
has made the necessary disclosures does any act in
contravention of section 25(1) and the disclosetates to that
act, he does not commit an offence if:

(a) the disclosure is made before he does thatratthe act is
done with the consent of an authorized officer; or
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(b) the disclosure is made after the person daesd¢hand the
disclosure is made on the person’s own initiatine as
soon as it is reasonable for him to make it.

3.1.11 Section 25A(3) of both Ordinances providat thisclosure
made under section 25A(1) shall not be treatedraach of
contract or of any enactment restricting disclosuré
information and shall not render the person makihg
disclosure liable in damages for any loss arising of
disclosure. Therefore, insurance institutions newd fear
breaching their duty of confidentiality owed to tareers when
making a disclosure under the two Ordinances.

3.1.12 Section 25A(4) of both Ordinances provide thperson who is
in employment can make disclosure to the apprappatson in
accordance with the procedures established bymijdoger for
the making of such disclosure. To the employee;shsu
disclosure has the effect of disclosing the knogéedor
suspicion to an authorized officer as required unskction
25A(1).

3.1.13 A “tipping-off” offence is created under sen 25A(5) of both
Ordinances, under which a person commits an offeifice
knowing or suspecting that a disclosure has beedemhe
discloses to any other person any matter whichkislyl to
prejudice an investigation into money launderindivaes.
The “tipping-off” offence carries a maximum penatila fine
of HK$500,000 and an imprisonment for 3 years.

3.1.14 Insurance institutions may receive restrarders and charging
orders on the property of a defendant of a drufficking
offence or an offence specified in OSCO. Theseersrére
issued under sections 10 and 11 of the DTROP drosscl5
and 16 of the OSCO. On service of these orderguémorized
officer may require a person to deliver as soormprasticable
documents or information, in his possession or robrwhich
may assist the authorized officer to determineviilee of the
property. Failure to provide the documents orrimfation is an
offence under DTROP or OSCO. In addition, a perao
knowingly deals in any realizable property in camgntion of a
restraint order or a charging order also commitsoffence
under DTROP or OSCO.
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3.2 Thelegidation concerning terrorist financing in Hong Kong

3.2.1 The United Nations Security Council (“UNSCias passed
various resolutions to require sanctions againsttaice
designated terrorists and terrorist organizatidnsHong Kong,
regulations issued under the United Nations Samstio
Ordinance (Cap. 537) give effect to these UNSClugisms. In
particular, the United Nations Sanctions (Afghaam$t
Regulation (Cap. 537K) and the United Nations Sanst
(Afghanistan) (Amendment) Regulation provide, amariger
things, for a prohibition on making funds availabte
designated terrorists. The list of designatedotests is
published in the Gazette from time to time.

3.2.2 In addition, the United Nations (Anti-Terssn Measures)
Ordinance (Cap. 575) (“"UNATMO”) was enacted in JAB02
and was subsequently amended through the enacwhehe
United Nations (Anti-Terrorism Measures) (Amendment
Ordinance 2004 in July 2084 The legislation implements the
mandatory elements of the UNSC Resolution 1373e [alter
aims at combating international terrorism on vasidwonts,
including the introduction of measures against otest
financing. The UNATMO also implements the mostgsieg
elements of the FATF Special Recommendations.

3.2.3 The key terrorist financing provisions inethamended
UNATMO are summarized below. This does not coutita
legal interpretation of the provisions of the légfion referred
to, for which appropriate legal advice should beagtd when
necessary.

3.2.4 Section 7 of the amended UNATMO prohibite 8upply or
collection of funds to carry out terrorist actsdasection 8 of
the amended UNATMO prohibits making funds (or ficiat)
or related services available to terrorists orost associates.
Sections 6 and 13 of the amended UNATMO furthemmper
terrorist property to be frozen and subsequenttiefied.

3.2.5 Section 12(1) of the amended UNATMO requaeserson to
report his knowledge or suspicion of terrorist mdp to an
authorized officer (e.g. the JFIU). Failure to makdisclosure
under this section constitutes an offence undeticged4(5).
The maximum penalty upon conviction of this offencea fine
of HK$50,000 and imprisonment for 3 months.

* A substantial part of this Amendment Ordinance ¢t@me into operation in January 2005.
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3.2.6  The term “funds” includes funds mentione&ahedule 1 to the
amended UNATMO. It covers cash, cheques, claims on
money, deposits with financial institutions or athentities,
balances on accounts, securities and debt instiisniiecluding
stocks and shares, certificates representing $esyrbonds,
notes, warrants, debentures, debenture stock andatilees
contracts), interest, dividends or other income aynvalue
accruing from or generated by property, letters coédit,
documents evidencing an interest in funds or firdnc
resources, etc.

3.2.7 Alist of terrorist or terrorist associatenmes is published in the
Gazette from time to time pursuant to section 1¢hefUnited
Nations Sanctions (Afghanistan) Regulation andisecd of
the amended UNATMO. The published lists reflect
designations made by the United Nations Committaé were
established pursuant to UNSC Resolution 1267. arhended
UNATMO provides that it shall be presumed, in tisence of
evidence to the contrary, that a person specifiezlich a list is
a terrorist or a terrorist associate (as the casgebn).

3.2.8 Regarding the obligations under section 12{lthe amended
UNATMO to disclose knowledge or suspicion that mxp is
terrorist property, section 12(2) of the amended AUNIO
states that if a person who has made such a diseldoes any
act in contravention of section 7 or 8 of the aneshd
UNATMO either before or after such disclosure art t
disclosure relates to that act, the person doescowimit an
offence if:

(a) the disclosure is made before he does tharathe does
that act with the consent of the authorized offioer

(b) the disclosure is made after he does thaisaotade on his
own initiative and is made as soon as it is prable for
him to make it.

3.2.9 Section 12(3) provides that a disclosure enathder the
amended UNATMO shall not be treated as a breachngf
restriction upon the disclosure of information impd by
contract or by any enactment, rule of conduct oheot
provision. The person making the disclosure shailbe liable
in damages for any loss arising out of the disclsr any act
done or omitted to be done in relation to the priypeoncerned
in consequence of the disclosure.
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3.2.10 Section 12(4) of the amended UNATMO prositteat a person
who is in employment can make disclosure to the@pyate
person in accordance with the procedures establiflyehis
employer for the making of such disclosure. Todhgloyee,
such disclosure has the effect of disclosing thewkedge or
suspicion to an authorized officer as required unskrtion
12(1).

3.2.11 Sections 12A, 12B and 12C of the amendeATMDO provide
that the Secretary for Justice or an authorizedteff for the
purpose of investigating an offence under the Guuoe, may
apply to the Court of First Instance for an orderréquire a
person to provide information or produce materiahtt
reasonably appears to be relevant to the invegtigat The
Court may make an order that the person makesailaithe
material to an authorized officer. An authorizeficer may
also apply for a search warrant under the amendedTMO.
A person cannot refuse to furnish information ooduce
material under section 12A or 12B of the amendedAUNO
on the ground of breaching an obligation to secrecyther
restriction on the disclosure of information impaddsy statute
or other rules or regulations.

Office of the Commissioner of Insurance 12



4. POLICIES AND PROCEDURES TO COMBAT MONEY LAUNDERI NG
AND TERRORIST FINANCING

4.1 The senior management of an insurance institushould be fully
committed to establishing appropriate policies @nocedures for the
prevention of money laundering and terrorist finagcand ensuring
their effectiveness. The OCI expects that inswanstitutions should
have in place the following policies, procedured aontrols:

(@)

(b)

()

(d)

(€)

(f)

Insurance institutions should issue a cleatestent of group
policies in relation to money laundering and tastofinancing

and communicate the group policies to all manag¢énaed

relevant staff whether in branches, departmentsubsidiaries
and be reviewed on a regular basis.

Insurance institutions should develop insiarct manuals
setting out their procedures for:

=  Customer acceptance

=  Customer due diligence

= Record-keeping

= Recognition and reporting of suspicious transastion
»  Staff screening and training

based on the guidance in Part Il of this Guidano&eN

Insurance institutions should comply with x&let legislations
and seek actively to promote close co-operatiorh wWaw
enforcement authorities.

Insurance institutions should instruct theirnternal
audit/inspection departments to verify, on a reguasis,
compliance with policies, procedures and controtgirast
money laundering and terrorist financing activities

Insurance institutions should regularly revigne policies and
procedures on money laundering and terrorist fimgndo
ensure their effectiveness.

Whilst appreciating the sensitive nature oftraxerritorial
regulations, and recognizing that their overseasaipns must
be conducted in accordance with local laws and latigns,
insurance institutions should ensure that theirseas branches
and subsidiaries are aware of the group policiesceming
money laundering and terrorist financing and, where
appropriate, have been instructed to report tdata reporting
point for their suspicions.
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PART 1l

DETAILED GUIDELINES

5.

CUSTOMER ACCEPTANCE

5.1

5.2

5.3

Prior to the establishment of a business wmlahip, insurance
institutions should assess the characteristich@téquired product, the
purpose and nature of the business relationshipaagdother relevant
factors in order to create and maintain a risk ifgadf the customer
relationship. Based on this assessment, the inserastitution should
decide whether or not to accept the business oakttip.

Insurance institutions should develop custoaweeptance policies and
procedures that aim to identify the types of cusierand/or beneficial
owners that are likely to pose a higher than average dfknoney
laundering and terrorist financing. There shoulel dear internal
guidelines on which level of management is ablagprove a business
relationship with such customers and/or benefioi@hers. Decisions
taken on establishing relationships with highek resistomers and/or
beneficial owners should be taken by senior managém

In assessing the risk profile of a customeati@hship, an insurance
institution should consider the following factars

(@) nature of the insurance policy, which is subé&pto money
laundering risk, such as single premium policies;

(b) frequency and scale of activities;

(© the customer’s and/or beneficial owner’s nadiaw, citizenship
and resident status (in the case of a corporatomes, the
customer’'s place of incorporation), the place whehe
customer’s and/or beneficial owner’s business tabdished,
the location of the counterparties with whom thestomer
and/or beneficial owner conducts business, and Ivehethe
customer and/or beneficial owner is otherwise cotet with
higher risk jurisdictions or jurisdictions which doot or
insufficiently apply the FATF Recommendations ([gpegh
6.6.6), or which are known to the insurance ingttuto be
lack of proper standards in the prevention of molaeydering

6

For the purpose of this Guidance Note, the terastmmer” refers to policy holder.

For the purpose of this Guidance Note, the tebentficial owner” refers to the owner/controller tbé
policy holder, i.e. the natural person(s) who u#ttely owns or controls a policy holder/potentialipo
holderor the person on whose behalf a transaction isgbedmducted. It also includes those persons who
exercise ultimate effective control over a legakpe or arrangement.

These are relevant factors that insurance inistitstshould consider in assessing the risk praiil¢heir
customers and/or beneficial owners. They, howeder,not form part of the customer due diligence
procedures (unless explicitly mentioned in thisdamice Note).
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(d)

(e)

(f)

(9

(h)
(i)

0)

or customer due diligence process;

background or profile of the customer and/andfeial owner,
such as being, or linked to, a politically expospérson
(paragraph 6.6.5);

nature of the customer’'s and/or beneficial avenéusiness,
which may be particularly susceptible to money teenng risk,
such as money changers or casinos that handledangants of
cash;

for a corporate customer and/or beneficial omvnenduly
complex structure of ownership for no good reason;

means of payment as well as type of paymensh(cavire
transfer, third party cheque without any apparesnection
with the prospective customer and/or beneficial @jn

the source of funds/wealth;

the delivery mechanism, or distribution channeled to sell the
product (e.g. non face-to-face transactions (pafayr6.6.4),
business sold through insurance intermediariesa@paph
6.8)); and

any other information that may suggest that¢chstomer and/or
beneficial owner is of higher risk (e.g. knowledget the

customer and/or beneficial owner has been refuseghter a
relationship by another financial institution).

5.4  Following the initial acceptance of the custonaad/or beneficial
owner, a pattern of account activity that does fibtin with the
insurance institution’s knowledge of the customed/ar beneficial
owner may lead the insurance institution to redpsthe customer
and/or beneficial owner as higher risk.
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6. CUSTOMER DUE DILIGENCE

6.1 General principle

6.1.1

6.1.2

Insurance institutions should not keep anausraccounts or
accounts in obviously fictitious names. They sdopérform

due diligence process for customers and/or beagf@miners

and/or beneficiaries. The measures should compitee
following:

(a) identify the customer and/or beneficiary andifyethe
customer’'s and/or beneficiary’s identity using able,
independent source documents, data or information;

(b) ask and determine whether the customer is @otin
behalf of another person for the purpose of idgimgf the
insured and/or beneficial owner, and then takeorssle
steps to obtain sufficient identification data terify the
identity of that other person, if applicable;

(c) identify the beneficial owner and take reasdaafeasures
to verify the identity of the beneficial owner suittat the
insurance institution is satisfied that it knows owthe
beneficial owner is. For legal persons and arrareges,
insurance institutions should take reasonable neado
understand the ownership and control structure hef t
customer;

(d) obtain information on the purpose and intendature of
the business relationship between the customertlaad
insurance institution; and

(e) conduct on-going due diligence and scrutiny perform
on-going scrutiny of the transactions and accounts
throughout the course of the business relationgbip
ensure that the transactions being conducted aisstent
with the insurance institution’s knowledge of the
customers and/or beneficial owners, their busiressel
risk profile, including, where necessary, identifyithe
source of funds.

Unwillingness of the customer, for no good reasgorprovide
the information requested and to cooperate withirisarance
institution’s customer due diligence process maglitbe a
factor that should trigger suspicion.
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6.1.3 The general rule is that customers and/orefizal owners
and/or beneficiaries are subject to the full ramfecustomer
due diligence measures. Insurance institutionsildhimowever
determine the extent of such measures on a risédbasproach
depending on the type of customer and/or benefiowaher
and/or beneficiary, business relationship or tratiea (factors
for deciding the risk profile are set out in pasgr 5.3).
Enhanced due diligence is called for with respedtigher risk
categories. Conversely, it is acceptable for iasce
institutions to apply simplified due diligence féwwer risk
categories as outlined in paragraphs 6.1.4, 6.8@ &3.4.
Specific customer due diligence requirements apple to
different types of customers are outlined in paapbs 6.2 to
6.7.

6.1.4 In general, insurance institutions may apgiyplified due
diligence in respect of a corporate customer wlhieeee is no
suspicion of money laundering and terrorist finag¢ciand:

 the risk of money laundering and terrorist finagciis
assessed to be low; or

 there is adequate public disclosure in relationthe
customers; or

* there are adequate checks and controls exist etsewh
national systems.

6.1.5 The guiding principle of applying the riskskd approach is
that the insurance institutions should be ableistify that they
have taken reasonable steps to satisfy themsedvisthe true
identity of their customers and/or beneficial owsend/or
beneficiaries. These measures should be objegtigasonable
in the eyes of a third party. In particular, whare insurance
institution is satisfied as to any matter it sholble able to
justify its assessment to the OCI or any otherviaié authority.
Among other things, this would require the insugnc
institution to document its assessment and theonsa®r it.

6.1.6 If claims, commissions, and other monies tarde paid to
persons or companies other than the customersnefiberies,
then the proposed recipients of these monies sladstbe the
subjects of identification and verification.

6.1.7 Insurance institutions should pay speciaengittn to all
complex, unusual large transactions and all unusatiérns of
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transactions which have no apparent economic drlgitawful

purpose. The background and purpose of such thosa
should, as far as possible, be examined, the fysdastablished
in writing, and be available to help competent atitles. In

this respect, “transactions” should be interpreireca broad
sense, meaning inquiries and applications for aurance
policy, premium payments, requests for changes enefits,
beneficiaries, duration, etc.

6.1.8 Asto reinsurance, due to the nature of tienless and the lack
of a contractual relationship between the policidapand the
reinsurer, it is often impractical for the reinsute carry out
verification of the policy holder and/or the bew&l owner
and/or the beneficiary. Therefore, for reinsurateesiness,
reinsurers should only have business with cedisgrars that
are authorized and supervised by the OCI or anvatpnt
authority in a jurisdiction that is a FATF membertloat applies
standards of prevention of money laundering andotst
financing equivalent to those of the FATF.

6.1.9 In principle, identification and verificatioof customers and
beneficial owners should take place when the bgsine
relationship with those persons is establishedis Teans that
the customers and beneficial owners need to bdifgehand
their identity verified before, or at the moment emh the
insurance contract is concluded.

6.1.10 Insurance institutions may permit the idemation of
beneficiary to take place after having establistiexl business
relationship, provided that the money launderingksi and
financing of terrorism risks are effectively mandge
Notwithstanding the above, the verification of theneficiary
should occur at the time of payout or the time wtliba
beneficiary intends to exercise vested rights utigepolicy.

6.1.11 Where a customer and/or beneficial ownepasmitted to
utilize the business relationship prior to verifioa, insurance
institutions should be required to adopt risk mamagnt
procedures concerning the conditions under whidh thay
occur. These procedures should include measuids a8 a
limitation of the number, types and/or amount @ngactions
that can be performed and the monitoring of largeamplex
transactions being carried out outside the expeocteds for
that type of relationship.

6.1.12 Where the insurance institution is unablsatisfy itself on the
identity of the customer and/or beneficial ownérshould not
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commence business relationship or perform the actits and
should consider making a suspicious transactioartep

6.1.13 Where the insurance institution has alreadynmenced the
business relationship and is unable to satisfyifitea the
identity of the customer and/or beneficial owner,should
consider terminating the business relationshipo$sible, and
making a suspicious transaction report. The redfipremiums
should be subject to any request from the JFlUr¢eze the
relevant premiums.

6.2 Individuals

6.2.1 Insurance institutions should institute etifec procedures for
obtaining satisfactory evidence of the identity inflividual
customers and/or beneficial owners and/or benegda
including obtaining information about:

(a) true name and/or name(s) used,;
(b) identity card/passport number;
(c) current permanent address;

(d) date of birth;

(e) nationality; and

(f) occupation/business

6.2.2 Identification documents such as currentdvadassports or
identity cards should be produced as identity proeér Hong
Kong residents, the prime source of identificatwii be the
identity cards. File copies of identification doeents should
be retained.

6.2.3 In principle, copies of the identification admnents of
individual customers should be collected before, abrthe
moment when, the insurance contract is concludddwever,
as far as an individual beneficiary is concernegbycof his/her
identification document should only be collectedred time of
payout or the time when he/she intends to exekaseed rights
under the policy.

6.2.4 Having considered the difficulty for insuranmstitutions to
obtain copies of the identification documents odliwidual
customers when the sales process occurs outsideftice,
insurance institutions may obtain and keep copiésthe
identification documents after having establishieel business

For an individual who is a holder of Hong KongfAanent Identity Card, the verification of natidhals
not mandatory.

Information about occupation/business is a relepéece of information about a customer and/orefieial
owner and/or beneficiary but does not form pathefidentification information requiring verificati.
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relationship provided that the money launderingksrisand
financing of terrorism risks are effectively mandgen all such
circumstances, copies of identification documeritsmaividual

customers should be obtained and copied for reterss soon
as possible after the insurance contract is coedwhd, in any
cases, no later than the time of payout or the tivhen the
beneficiary intends to exercise vested rights uriderpolicy.

Paragraph 6.1.11 provides guidance for adopting rikke

management procedures.

6.2.5 It must be appreciated that no form of ideraiion can be fully
guaranteed as genuine or representing correctitiglent there
is doubt about whether an identification documangenuine,
contact should be made with the Immigration Deparinor the
relevant consulates in Hong Kong to ascertain wdrethe
details on the document are correct.

6.2.6 Insurance institutions should check the aiifeof the
applicant by appropriate means, e.g. by requedsight of a
recent utility or rates bill or a recent bank sta¢et.

6.2.7 Insurance institutions should also identify source of funds of
customers and/or beneficial owners if the custonserd/or
beneficial owners are assessed to be of highebaskd on the
factors set out in paragraph 5.3.

6.3  Corporations

6.3.1  The following documents or information shobkl obtained in
respect of corporate customers and/or beneficialergvand/or
beneficiaries which are registered in Hong Kongt being
financial institutions as mentioned in paragraph3.4.
(comparable documents, preferably certified by ifedl
persons such as lawyers or accountants in the mgouit
registration, should be obtained for those custenend/or
beneficial owners and/or beneficiaries which areregistered
in Hong Kong, not being financial institutions agmtioned in
paragraph 6.3.4):

(a) copies of certificate of incorporation and Imess
registration certificate;

9 |nsurance institutions should, however, use a comeense approach to handle cases where the custome
and/or beneficial owners (e.g. students and howss)are unable to provide address proof. Aparhfihe
method suggested in paragraph 6.2.5, insurandéuiimts may use other appropriate means, sucloaeh
visits, to verify the residential address of a oostr and/or beneficial owner.
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(b) copies of memorandum and articles of associafib
insurance institution considers necessary haviggreeto
the risk of the particular transaction);

(c) copy of resolution of the board of directoosenter into
insurance contracts or other evidence conferrirtgaaity
to those persons who will operate the insuranceypals
well as the identification information of those pems;

(d) a search of the file at Companies Registrythdre is a
suspicion about the legitimacy of the legal entity.

6.3.2 It will generally be sufficient for an insmee institution to
adopt simplified due diligence in respect of a oogte
customer and/or beneficial owner and/or beneficidyy
obtaining the documents specified in paragraphLGf3he risk
of money laundering and terrorist financing is assd to be
low. Some examples of lower risk corporate custsnaad/or
beneficial owners and/or beneficiaries are:

(a) the company is listed in Hong Kong or on aogeszed
stock exchange (Annex 1) (or is a subsidiary ohdisted
company);

(b) the company is a state-owned enterprise inriadigtion
where the risk of money laundering is assessec tim\w
and where the insurance institution has no doubtgerds
the ownership of the enterprise;

(c) the company acquires an insurance policy fonsjma
schemes which does not have surrender clause &nd th
policy cannot be used as collateral; or

(d) the company acquires a pension, superannuatismilar
scheme that provides retirement benefits to emplaye
where contributions are made by way of deductiamfr
wages and the scheme rules do not permit the amssign
of a member’s interest under the scheme.

6.3.3 Where a listed company is effectively comgal by an
individual or a small group of individuals, an inaoce
institution should consider whether it is necesgaryerify the
identity of such individual(s).

6.3.4 Where a corporate customer and/or benefmmaier and/or
beneficiary is a financial institution which is hotized and
supervised by the OCI, HKMA, the Securities and uFes
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Commission of Hong Kong or an equivalent authoritya
jurisdiction that is a FATF member or that appktsndards of
prevention of money laundering and terrorist finagc
equivalent to those of the FATF, it will generallg sufficient
for an insurance institution to verify that thetingion is on the
list of authorized (and supervised) financial ingtons in the
jurisdiction concerned. Evidence that any indiadu
representing the institution has the necessaryoatittto do so
should be sought and retained.

6.3.5 In relation to a corporate customer and/anebeial owner
and/or beneficiary which does not fall into the atgstions of
paragraphs 6.3.2 and 6.3.4, an insurance institstould look
behind the company to identify the beneficial ovenand those
who have control over the funds. This means thasaddition
to obtaining the documents specified in paragraghlf the
insurance institution should verify the identity afl the
principal shareholders (a person entitled to egercr control
the exercise of 10% or more of the voting righta @ompany),
at least two directot$(including the managing director) of the
company and all authorized signatories designatedsign
insurance contracts. The insurance institutionukhalso
identify the source of funds. Besides, a searcltheffile at
Companies Registry should be performed.

6.3.6 Where a corporate customer which does ndtiféb the
descriptions of paragraphs 6.3.2 and 6.3.4; andlwisi a non-
listed company and has a number of layers of comapan its
ownership structure, the insurance institution &hdollow the
chain of ownership to the individuals who are tHemate
principal beneficial owners of the customer of ihsurance
institution and to verify the identity of these mduals. The
insurance institution, however, is not requiredctreck the
details of each of the intermediate companies atalg their
directors) in the ownership chain.

6.3.7 An insurance institution should understane twnership
structure of non-listed corporate customers anerdehe the
source of funds. An unduly complex ownership dtrcesfor no
good reason is a risk factor to be taken into act@uaragraph
5.3 (f)).

6.3.8 An insurance institution should exercise mdecare in
initiating business transactions with companiest thave

™ In case of one-director companies, insurancetutisns are only required to verify the identity that
director.
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nominee shareholders. Satisfactory evidence ofdietity of
beneficial owners of such companies should be oétai

6.3.9 An insurance institution should also exergpecial care in
dealing with companies which have a significantpmrtion of
capital in the form of bearer shares. The inswganstitution
should have procedures to monitor the identity Ibpancipal
shareholders. This may require the insurancetutisin to
consider whether to immobilize the shares, suchyakolding
the bearer shares in custody.

6.3.10 Where it is not practical to immobilize tlhearer shares,
insurance institutions should obtain a declaratimm each
owner (i.e. who holds 5% or more of the total shp@ the
corporate customer on the percentage of sharefgoldifBuch
owners should also provide a further declaration ammual
basis and notify the insurance institution immesliatif the
shares are sold, assigned or transferred.

6.4  Unincorporated businesses

6.4.1 In the case of partnerships and other ungorated businesses
whose partners are not known to the insurance tutisim,
satisfactory evidence should be obtained of thatitdeof at
least two partners and all authorized signatoresigshated to
sign insurance contracts in line with the requiretaefor
individual applicants in paragraph 6.2. In casésne a formal
partnership arrangement exists, a mandate fronpan@mership
authorizing the opening of an account and confgraathority
on those who will operate it should be obtained.

6.5 Trust accounts

6.5.1 Where trusts or similar arrangements are,uysadicular care
should be taken in understanding the substancdéoamdof the
entity.  Accordingly, insurance institutions shouldways
establish, by confirmation from an applicant forsurance
policy, whether the applicant is acting on behdlfanother
person as trustee, nominee or agent. Where thlierncesis a
trust, the insurance institution should verify identity of the
trustees, any other person exercising effectivdrobover the
trust property, the settlofsand the beneficiariés Should it

12 When the verification of the identity of the settlis not possible, insurance institutions may ptee
declaration from the trustee or other contractaatypto confirm the link or relationship with thetdor.

3 Insurance institutions should try as far as pdesib obtain information about the identity of béciaries.
A broad description of the beneficiaries such asifamembers of an individual may be accepted. Whe
the identity of beneficiaries has not previouslyemeverified, insurance institutions should undestak

Office of the Commissioner of Insurance 23



not be possible to verify the identity of the beciefies when
the policy is taken out, verification of the bewr&ries should
be carried out prior to any payments being madbdm.

6.5.2 As with other types of customers, an insuantstitution
should adopt a risk based approach in relatiomugtd and the
persons connected with them. The extent of thediligence
process should therefore depend on factors su¢hearature
and complexity of the trust arrangement.

6.6 Higher risk customers

6.6.1 Insurance institutions should apply an enbdradue diligence
in respect of higher risk customers and/or berafiowners
and/or beneficiaries. Some examples of higher cisitomers
and/or beneficial owners and/or beneficiaries are:

. customers and/or beneficial owners are assessbd tf
higher risk based on the factors set out in paEya3;

. customers of non-face-to-face transactions;

e politically exposed persons as well as persons or
companies clearly related to them; or

* customers and/or beneficial owners and/or beneigsan
connection with jurisdictions which do not or
insufficiently apply the FATF Recommendations.

6.6.2 Examples of additional measures applicablertoanced due
diligence are:

* obtaining senior management approval for estaligshi
business relationship;

e  obtaining comprehensive customer profile informaigog.
purpose and reasons for entering the insuranceaobnt
business or employment background, source of fandis
wealth;

e assigning a designated staff to serve the custommer
bears the responsibility for customer due diligeaice on-

verification when they become aware that any payranof the trust account is made to the benefasa
or on their behalf. In making this assessmentyresce institutions should adopt a risk based ambro
which should take into account the amount(s) inedland any suspicion of money laundering or testori
financing. A decision not to undertake verificatishould be approved by senior management.
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going monitoring to identify any unusual or suspic
transactions on a timely basis;

e requisition of additional documents to complemdruse
which are otherwise required; and

e certification by appropriate authorities and prefesals
of documents presented.

6.6.3 Apart from the above general additional messuspecific
additional measures are also applicable to theomests of non-
face-to-face transactions (paragraph 6.6.4); custerwho are
classified as politically exposed persons (pardgi&p.5); and
customers in connection with jurisdictions which dot or
insufficiently apply the FATF Recommendations (jggegh
6.6.6).

6.6.4 New or developing technologies: Customers of n@e-f@-face
transactions

6.6.4.1 An insurance institution should whenevearsgible
conduct a face-to-face interview with a new custotoe
ascertain the latter's identity and background
information, as part of the due diligence proce$sis
can be performed either by the insurance instiutio
itself or by an intermediary that can be relied mupo
conduct proper customer due diligence (paragra®h 6.

6.6.4.2 This is particularly important for highésk customers.
In this case, the insurance institution should #sk
customer to make himself available for a face-ttefa
interview.

6.6.4.3 New or developing technologies that migavolr
anonymity can be used to market insurance products.
E-commerce or sales through internet is an example.
Where face-to-face interview is not conducted, for
example where the account is opened via the irterne
an insurance institution should apply equally ifec
customer identification procedures and on-going
monitoring standards as for face-to-face customers.

6.6.4.4 Examples of specific measures that inseranc
institutions can use to mitigate the risk posedsbgh
customers of non-face-to-face transactions include:
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(a) certification of identity documents presented b
suitable certifiers;

(b) requisition of additional documents to compleme
those required for face-to-face customers;

(c) completion of on-line questionnaires for new
applications that require a wide range of
information capable of independent verification
(such as confirmation with a government
department);

(d) independent contact with the customer by the
insurance institution;

(e) third party introduction through an intermegliar
which satisfies the criteria in paragraph 6.8;

(f) requiring the payment for insurance premiums
through an account in the customer’s name with a
bank;

(g) more frequent update of the information on
customers of non-face-to-face transactions; or

(h) in the extreme, refusal of business relatigmshi
without face-to-face contact for higher risk
customers.

6.6.5 _Politically exposed persons (“PEPS”)

6.6.5.1 PEPs are defined as individuals who arbawe been
entrusted with prominent public functions outsidenk
Kong, such as heads of state or of governmentpseni
politicians, senior government, judicial or miliyar
officials, senior executives of state owned corpores
and important political party officials. The dafian is
not intended to cover middle ranking or more junior
individuals in the foregoing categories. The conde
that there is a possibility, especially in jurigthas
where corruption is widespread, that such PEPs may
abuse their public powers for their own illicit
enrichment through the receipt of bribes etc.

6.6.5.2 Business relationships with PEPs as weflesisons or
companies clearly related to them (i.e. familidsse
associates etc.) expose an insurance institution to
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particularly significant reputation or legal riskS.here
should be on-going enhanced due diligence in résgec
such PEPs and people and companies that are clearly
related to them. The following CDD measures
applicable to PEPs also apply to persons or corapani
that are clearly related to them.

6.6.5.3 An insurance institution should gather isight
information from a new customer, and check publicly
available information to establish whether or nlog t
customer is a PEP. An insurance institution ccerang
to establish a relationship with a person suspetctdxe
a PEP should identify that person fully, as well as
people and companies that are clearly relatednto hi

6.6.5.4 An insurance institution should also aseerthe source
of funds before accepting a PEP as customer. The
decision to establish business relationship witREP
should be taken at a senior management level. &\her
customer has been accepted and the customer and/or
beneficial owner and/or beneficiary is subsequently
found to be or become a PEP, an insurance instituti
should obtain senior management approval to coatinu
the business relationship.

6.6.5.5 Risk factors that an insurance institutishould
consider in handling a business relationship (or
potential relationship) with a PEP include:

(a) any particular concern over the jurisdictionend
the PEP holds his public office or has been
entrusted with his public functions, taking into
account his position;

(b) any unexplained sources of wealth or income (.
value of assets owned not in line with the PEP’s
income level);

(c) unexpected receipts of large sums from
governmental bodies or state-owned entities;

(d) source of wealth described as commission earned
on government contracts;

(e) request by the PEP to associate any form aésgc
with a transaction; and
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(f) use of accounts at a government-owned bankf or o
government accounts as the source of funds in a
transaction.

6.6.5.6 Insurance institutions should determine dadument
their own criteria (including making reference to
publicly available information or commercially
available databases) to identify PEPs. A risk thase
approach may be adopted for identifying PEPs and
focus may be put on persons from jurisdictions #rat
higher risk from a corruption point of view (refese
can be made to publicly available information sash
the Corruption Perceptions Index).

6.6.5.7 While paragraph 6.6.5.1 defines PEPs awidugls
who hold prominent public functions outside Hong
Kong, insurance institutions are encouraged tonekte
the relevant requirements on PEPs to individual® wh
hold prominent public functions in Hong Kong.

6.6.6  Jurisdictions which do not or insufficientipply the FATF
Recommendations

6.6.6.1 An insurance institution should apply Reomndation
21 of the FATF’s revised Forty Recommendations to
jurisdictions which do not or insufficiently applye
FATF Recommendations. This states that:

“Financial institutions should give special attenti

to business relationships and transactions with
persons, including companies and financial
institutions, from countries which do not or
insufficiently apply the FATF Recommendations.
Whenever these transactions have no apparent
economic or visible lawful purpose, their
background and purpose should, as far as possible,
be examined, the findings established in writing,
and be available to help competent authorities.”

6.6.6.2 Extra care should therefore be exerciseahbpsurance
institution in respect of customers and/or benefici
owners and/or beneficiaries connected with jurisoins
which do not or insufficiently apply the FATF
Recommendations or otherwise pose a higher riginto
insurance institution. In addition to ascertainiagd
documenting the business rationale for applying for
insurance services as required under paragraph @l)L.
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above, an insurance institution should be fullyséiaid
with the legitimacy of the source of funds of such
customers.

6.6.6.3 Factors that should be taken into accoudetermining
whether jurisdictions do not or insufficiently appghe
FATF Recommendations or otherwise pose a higher
risk to an insurance institution include:

(a) whether the jurisdiction is, or a significantnmber
of persons or entities in that jurisdiction arehjsat
to sanctions, embargoes or similar measures issued
by, for example, the United Nations (UN). In
addition, in some circumstances, a jurisdiction
subject to sanctions or measures similar to those
iIssued by bodies such as the UN, but which may
not be universally recognized, may be given
credence by an insurance institution because of the
standing of the issuer and the nature of the
measures;

(b) whether the jurisdiction is identified by crbl#
sources as lacking appropriate anti-money
laundering and counter-terrorist financing laws,
regulations and other measures;

(c) whether the jurisdiction is identified by crbl#
sources as providing funding or support for testori
activities and has designated terrorist organinatio
operating within it; and

(d) whether the jurisdiction is identified by crbk#
sources as having significant levels of corruption,
or other criminal activity.

“Credible sources” refers to information that is
produced by well-known bodies that generally are
regarded as reputable and that make such informatio
publicly and widely available. In addition to tRATF

and FATF-style regional bodies, such sources may
include, but are not limited to, supranational or
international bodies such as the International Menye
Fund (“IMF”), and the Egmont Group of Financial
Intelligence Units, as well as relevant national
government bodies and non-government organizations.
The information provided by these credible sources
does not have the effect of law or regulation amouil

Office of the Commissioner of Insurance 29



not be viewed as an automatic determination that
something is of higher risk.

6.6.6.4 In assessing whether or not a jurisdic{iother than
FATF members as shown in Annex 1) sufficiently
applies FATF standards in combating money launderin
and terrorist financing and meets the criteria éor
equivalent jurisdiction, insurance institutions shib

(a) carry out their own jurisdiction assessmenthu
standards of prevention of money laundering and
terrorist financing. This could be based on the
insurance institutions’ knowledge and experience of
the jurisdiction concerned or from market
intelligence. The higher the risk, the more steinig
the due diligence measures that should be applied
when undertaking business with a customer from
the jurisdiction concerned; and

(b) pay particular attention to assessments thake ha
been undertaken by standard setting bodies such as
the FATF and by international financial institutson
such as the IMF. In addition to the mutual
evaluations carried out by the FATF and FATF-
style regional bodies, as part of their financial
stability assessments of countries and territotfess,
IMF and the World Bank have carried out country
assessments in relation to compliance with
prevention of money laundering and terrorist
financing standards based on the FATF
Recommendations.

(c) maintain an appropriate degree of on-going
vigilance concerning money laundering risks and to
take into account information that is reasonably
available to them about the standards of anti-money
laundering systems and controls that operate in the
country with which any of their customers are
associated.

6.6.6.5 For jurisdictions with serious deficienciasapplying
the FATF Recommendations and where inadequate
progress has been made to improve their positloa, t
FATF may recommend the application of further
counter-measures. The specific counter-measurdés t
determined by the OCI in each case, would be gtadua
and proportionate to the specific problem of the
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jurisdiction concerned. The measures will gengrall
focus on more stringent customer due diligence and
enhanced surveillance/reporting of transactionsn A
insurance institution should apply the counter-meas
determined by the OCI from time to time.

6.6.6.6 An insurance institution should be aware thé
potential reputation risk of conducting business in
jurisdictions which do not or insufficiently applye
FATF Recommendations or other jurisdictions known
to apply inferior standards for the prevention ainay
laundering and terrorist financing.

6.6.6.7 If an insurance institution incorporatedHong Kong
has operating units in such jurisdictions, care and
going vigilance should be taken to ensure thatcaffe
controls on prevention of money laundering and
terrorist financing are implemented in these units.
particular, the insurance institution should enstivat
the policies and procedures adopted in such owersea
units are equivalent to those adopted in Hong Kong.
There should also be compliance and internal audit
checks by staff from the head office in Hong Korlg.
extreme cases the insurance institution shouldidens
withdrawing from such jurisdictions.

6.7 On-going due diligence on existing customers and/or beneficial
owners

6.7.1 Insurance institutions should take reasonaldes to ensure
that the records of existing customers remain ugate and
relevant. To achieve this, insurance institutishsuld perform
on-going due diligence on the existing businesatiiship to
consider re-classifying a customer as high or lask.r In
general, the insurance institutions should payntte to all
requested changes to the policy and/or exerciseglfs under
the terms of the contract. They should assesshé t
change/transaction does not fit the profile of thestomer
and/or beneficial owner or is for some other reasoasual or
suspicious. Enhanced due diligence is requiret v@gspect to
higher risk categories. The customer due diligggrogramme
should be established in such a way that insurarstgutions
are able to adequately gather and analyze infoomati

6.7.2 Examples of transactions or trigger evefier a@stablishment
of the contract that require customer due diligearee
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(@)

(b)

()

(d)

(€)

(f)

(9)

(h)

(i)
()

(k)

()

(m)

there is change in beneficiaries (for instanceintdude
non-family members, request for payments to persons
other than beneficiaries);

there is significant increase in the amount of sasured
or premium payment that appears unusual in the bdh
the income of the policy holder;

there is use of cash and/or payment of large single
premiums;

there is payment/surrender by a wire transfer from/
foreign parties;

there is payment by banking instruments which allow
anonymity of the transaction;

there is change of address and/or place of restddehthe
policy holder and/or beneficial owner;

there are lump sum top-ups to an existing life iasae
contract;

there are lump sum contributions to personal pensio
contracts;

there are requests for prepayment of benefits;

there is use of the policy as collateral/securitgr (
instance, unusual use of the policy as collatenidss it is
clear that it is required for financing of a moggaby a
reputable financial institution);

there is change of the type of benefit (fatamce, change
of type of payment from an annuity into a lump sum
payment);

there is early surrender of the policy or changf the
duration (where this causes penalties or loss)ofetief);

there is request for payment of benefits at rieurity
date;
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(n) the insurance institution is aware that it Ed@ufficient
information about the customer and/or beneficiahery
or

(o) there is a suspicion of money laundering andotist
financing.

6.7.3  Occurrence of these transactions and eveets bt imply that
(full) customer due diligence needs to be appliedf
identification and verification have already beanfprmed, the
insurance institution is entitled to rely on thialess doubts
arise about the veracity of that information itd®l As an
example, doubts might arise if benefits from onsumance
policy are used to fund the premium payments ofitkarance
policy of another unrelated person.

6.7.4 Even when there is no specific trigger evemt, insurance
institution should consider whether to require #ddal
information in line with current standards from sleoexisting
customers and/or beneficial owners that are corsid® be of
higher risk. In doing so, the insurance institntghould take
into account the factors mentioned in paragraph 5.3

6.8 Reliance on insurance intermediaries! for customer due diligence

6.8.1 Insurers, appointed insurance agents and authonz=eslance
brokers all have the responsibility to comply withe
requirements relating to customer due diligence eswbrd
keeping as specified in paragraphs 6 and 7 of Guglance
Note. However, insurance intermediaries, thatgenés and
brokers, are usually the first line of contactshvilte customer,
before the customer is known, introduced or reterte an
insurer. These insurance intermediaries may dgtohtain the
appropriate verification evidence in respect of¢bstomer. To
avoid duplication of efforts and unnecessary inemence to
the customer, the insurer may rely on these insaran
intermediaries to carry out part or all of the owmsér due
diligence requirements.

6.8.2 For insurers which rely on insurance intermedgtceecarry out
part or all of the customer due diligence requireteethey
must understand their related AML/CFT obligationsréspect
to these requirements. The ultimate responsildditycustomer

1 Insurance intermediaries refer to appointed imsce agents or authorized insurance brokers carojinor
advising on long term insurance business in Hongg<o
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identification and verification remains with thesurer relying
on insurance intermediaries. The insurer concerstealld

therefore determine whether the intermediary in stjae

possesses an acceptable level of reliability. hls tegard, the
following criteria should be used:

(a) the customer due diligence procedures of the amsg
intermediary should be as rigorous as those whieh t
insurer would have conducted itself for the custome
and/or beneficial owner and/or beneficiary in ademice
with paragraph 6 of this Guidance Note; and

(b) the insurer must satisfy itself as to the reliapibf the
systems put in place by the insurance intermedtary
verify the identities of the customer and/or betiafi
owner and/or beneficiary.

6.8.3 The insurer is expected to conduct periodic revitavensure
that an insurance agent upon which it relies comento
conform to the criteria set out above. This maxoine review
of the relevant policies and procedures of therauste agent
and sample checks of the due diligence conducted.

6.8.4 Where reliance on insurance intermediariesctstomer due
diligence is permitted, the insurer should immeaiatobtain
the necessary information concerning the rele@anttification
data and other documentation pertaining to thetigeaf the
customer and/or beneficial owner and/or beneficiaoyn the
insurance intermediary. The insurance intermedsinguld
submit such information to the insurer upon requeshout
delay.

6.8.5 The purpose of obtaining the underlying doentation is to
ensure that it is immediately available on file f@ference
purposes by the insurer or relevant authoritieh ascthe OCI
and the JFIU, and for on-going monitoring of thestomer
and/or beneficial owner. It will also enable theurer to verify
that the insurance intermediary is doing its jobpearly. It is
not the intention that the insurer should use theuchentation,
as a matter of course, to repeat the due diligenoducted by
the insurance intermediary.

6.8.6  The insurer should undertake and completewts verification
of the customer and/or beneficial owner and/or belagy if it
has any doubts about the ability of the insuranterimediary to
undertake appropriate due diligence.
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7. RECORD KEEPING

7.1 Requirements of the investigating authorities

7.1.1 The DTROP and the OSCO entitle the Courtxamene all
relevant past transactions to assess whether fleadit has
benefited from drug trafficking or other indictaldéences.

7.1.2 The investigating authorities need to ensusatisfactory audit
trail for suspected drug related or other laundenedey and to
be able to establish a financial profile of thepgeted account.

7.1.3 An important objective of record keeping @ @nsure that
insurance institutions can, at all stages in as@ation, retrieve
relevant information to the extent that it is asble without
undue delay.

7.2 Retention of records

7.2.1 Insurance institutions should keep recordgherrisk profile of
each customer and/or beneficial owner and/or beiaefi and
the data obtained through the customer due diliggrocess
(e.g. name, address, the nature and date of theatton, the
type and amount of currency involved, and the tyel
identifying number of any account involved in thensaction),
the copies of official identification documents ¢bu as
passports, identity cards or similar documents) taedaccount
files and business correspondence, for at leastesirs after the
end of the business relationship.

7.2.2 Insurance institutions should maintain, forlemast six years
after the business relationship has ended, allssacg records
on transactions, both domestic and internatiorad, lze able to
comply swiftly with information requests from thempetent
authorities.  Such records must be sufficient tarnye
reconstruction of individual transactions (incluglithe amount
and types of currency involved, if any) so as tovpde, if
necessary, evidence for prosecution of criminaveygt

7.2.3 Insurance institutions should ensure thatudwmnts, data or
information collected under the customer due diliggeprocess
Is kept up-to-date and relevant by undertaking ewsi of
existing records, particularly for higher risk agdeies of
customers or business relationships.
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7.2.4 Insurance institutions should ensure thay thave in place
adequate procedures:

(a) to provide initial proposal documentation irdihg, where
applicable, the customer financial assessmentysisabf
needs, details of the payment method, illustratain
benefits, and copy of documentation in support of
verification by the insurance institutions;

(b) to retain all records associated with the neaiahce of the
contract post sale, up to and including maturitytloé
contract; and

(c) to provide details of the maturity processimgl/ar claim
settlement which will include completed “discharge
documentation”.

7.2.5 Retention may be by way of original documestered on
microfiche, or in computerized form provided thatls forms
are accepted as evidence under sections 20 to 2theof
Evidence Ordinance (Cap. 8). In situation wher ricords
relate to on-going investigations, or transactiovisich have
been the subject of a disclosure, they should taéned until it
is confirmed that the case has been closed.
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8. RECOGNITION AND REPORTING OF SUSPICIOUS TRANSACTIONS

8.1 Recognition of suspicious transactions

8.1.1 In order to satisfy an insurance institutsole@gal and regulatory
obligations, it needs to have systems to enaltteidentify and
report suspicious transactions. In this regardsunance
institutions are encouraged to adopt the “SAFE”rapph as
recommended by the JFIU. Details of the “SAFE” rapgh
are set out in Annex 2.

8.1.2 Itis not enough to rely simply on the iritra of front-line staff
to make ad hoc reports. An insurance institutibousd also
have management information systems (“MIS”) to jmlev
managers and compliance officers with timely infation on a
regular basis to enable them to detect patternsnokual or
suspicious activity, particularly in relation to ghier risk
accounts.

8.1.3 This also requires the insurance instituttonhave a good
understanding of what is normal and reasonablevigctior
particular types of customer and/or beneficial owrtaking
into account the nature of its business. Amongrothings, an
insurance institution should take appropriate messsto satisfy
itself about the source and legitimacy of fundé&eocredited to
a customer’s and/or beneficial owner’s account. isTis
particularly the case where large amounts are bl

8.1.4 MIS reports used for monitoring purposes khbe capable of
identifying transactions that are unusual eithertenms of
amount (for example, by reference to predetermimais for
the customer in question or to comparative figdoessimilar
customers) or type of transaction or other relevisktfactors.

8.1.5 To facilitate the identification of suspicgoutransactions,
indicators of suspicious transactions are giveAmmex 3 and
examples of money laundering schemes involving life
insurance industry are given in Annex 4. The iathbcs are not
intended to be exhaustive and are for referencey. onl
Identification of any of the types of transactidissed in Annex
3 should prompt further investigation and be algatd@owards
making at least initial enquiries about the sowfckinds.

8.1.6 Inrelation to terrorist financing, the FATSued in April 2002
a Guidance for Financial |Institutions in Detecting
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Terrorist Financiny®. The document describes the general
characteristics of terrorist financing with caseudss
illustrating the manner in which law enforcement¢ages were
able to establish a terrorist financing link basadinformation
reported by financial institutions. Annex 3 of tdecument
contains a series of characteristics of financehgactions that
have been linked to terrorist activity in the pasin insurance
institution should acquaint itself with the FAT FgeaL.

8.1.7  An insurance institution should maintain @&atase of names
and particulars of terrorist suspects which codstés the
various lists that have been made known to it.erkitively, an
insurance institution may make arrangements torseaccess
to such a database maintained by third party sepfioviders.

8.1.8  Such database should, in particular, inchirgelists published
in the Gazetté® under the relevant legislation and those
designated under the US President’s Executive Qtdap4’.
The database should also be subject to timely epdbenever
there are changes, and should be made easily datedsg staff
for the purpose of identifying suspicious transaudi

8.1.9 An insurance institution should check the esmf existing
customers and/or beneficial owners and/or benesas well
as new applicants for business against the nameshen
database. It should be particularly alert for stisps
remittances and should bear in mind the role wimich-profit
organizations are known to have played in terrdisncing.
Enhanced checks should be conducted before pragessi
transaction, where possible, if there are circuntsta giving
rise to suspicion.

8.2 Reporting of suspicious transactions

8.2.1 The reception point for disclosures under BEROP, the
OSCO and the UNATMO is the JFIU, which is opergtedtly
by the Police and the Customs and Excise Department

8.2.2 In addition to acting as the point for ret@pdisclosures made
by any organization or individual, the JFIU alsotsa@s

15

16

17

The Guidance for Financial Institutions in DebegtTerrorist Financing can be downloaded from FATF
website ahttp://mww.fatf-gafi.org/dataoecd/39/21/34033955. pdf

The Gazette can be downloaded from the websitethef Government Logistics Department at
http://imww.gld.gov.hk/cgi-bin/gld/egazette/index.cgi ?lang=e& agree=0

Lists  designated under the US  President's ExeeutivOrder 13224 can be

downloaded from the United States Department of th&reasury website at

http: //mww.ustreas.gov/offices/enforcement/of ac/programs/terror/terror.pdf
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domestic and international advisors on money latingeand
terrorist financing generally and offers practigaliidance and
assistance to the financial sector on the subjéctoney
laundering and terrorist financing.

8.2.3 The obligation to report is on the individuaho becomes
suspicious of a money laundering or a terroristaricing
transaction. Each insurance institution should oayp a
designated officer (“compliance officer”) at the magement
level who should be responsible for reporting ® dkIU where
necessary in accordance with the relevant legslatind to
whom all internal reports should be made.

8.2.4 The role of the compliance officer should betsimply that of
a passive recipient of ad hoc reports of suspiciarssactions.
Rather, the compliance officer should play an &ctee in the
identification and reporting of suspicious trangatt. This
should involve regular review of exception reparfdarge or
irregular transactions generated by the insurane#tution’s
MIS as well as ad hoc reports made by front-linaffst
Depending on the organization structure of the riansce
institutions, the specific task of reviewing reponnay be
delegated to other staff but the compliance offiséiould
maintain oversight of the review process.

8.2.5 Where an employee of an insurance institutmtomes
suspicious of a customer and/or beneficial owned/@n
beneficiary, transaction or property, he must priyn@port to
the compliance officer.

8.2.6 The compliance officer should form a consdewview on
whether unusual or suspicious transactions shoalldromptly
reported to the JFIU. In reporting to the JFILE tompliance
officer should ensure that all relevant details@avided in the
report and cooperate fully with the JFIU for thergmse of
investigation. If a decision is made not to remortapparently
suspicious transaction to the JFIU, the reasonghisrshould
be fully documented by the compliance officer. Taet that a
report may already have been filed with the JFIUeilation to
previous transactions of the customer and/or beiaéfowner
and/or beneficiary in question should not necelssareclude
the making of a fresh report if new suspicionsamised.

8.2.7 The compliance officer should keep a registeall reports
made to the JFIU and all reports made to him byleyees.
The compliance officer should provide employeeshwé
written acknowledgement of reports made to him,clwhaill
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form part of the evidence that these reports wepglemin
compliance with the internal procedures.

8.2.8 The compliance officer should have the resjmiity for
checking on an on-going basis that the insuranst@ution has
policies and procedures to ensure compliance vetall and
regulatory requirements and of testing such compéa

8.2.9 It follows from this that the insurance itidiion should ensure
that the compliance officer is of sufficient statwghin the
organization, and has adequate resources, to eraileto
perform his functions.

8.2.10 Itis anticipated that an insurance agemsurance broker who
considers funds offered in settlement of a contractbe
suspicious will share that suspicion with his iesuimn addition
to reporting it directly to the JFIU. He couldanin his insurer
either at the time when the disclosure is maden& JFIU or
when the documentation is passed to the insuregrémessing.

8.2.11 Internal audit also has an important role gty in
independently evaluating on a periodic basis arurarce
institution’s policies and procedures in combatingoney
laundering and terrorist financing.  This shouldclinle
checking the effectiveness of the compliance officection,
the adequacy of MIS reports of large or irregutansactions
and the quality of reporting of suspicious trangexs. The
level of awareness of front-line staff of their peasibilities in
relation to the prevention of money laundering dedorist
financing should also be reviewed. As in the casehe
compliance officer, the internal audit function slb have
sufficient expertise and resources to enable itaoy out its
responsibilities. It is of importance that the @mdhas direct
access and reports directly to the managementrenbddard of
directors.

8.2.12 The use of a standard format for reportorgaflaptation of the
format) is encouraged (Annex 5). In the event thagent
disclosure is required, an initial notification sileb be made by
telephone. The contact details of the JFIU arenaiex 6.

8.2.13 The JFIU will acknowledge receipt of anyctisure made. If
there is no imminent need for action e.g. the issug restraint
order on an account, consent will usually be given the
institution to operate the account under the promsof section
25A(2) of both the DTROP and the OSCO, or sectid(2)of
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the UNATMO. An example of such a letter is showmianex
7 to this Guidance Note.

8.2.14 Insurance institutions should refrain fronarrging out
transactions which they know or suspect to beedl& money
laundering or terrorist financing until they havdarmed the
JFIU which consents to the institutions carryingt dbe
transactions. Where it is impossible to refrainf dhnis is likely
to frustrate efforts to pursue the beneficiariesao$uspected
money laundering or terrorist financing operatiorstitutions
may carry out the transactions and notify the J&iltheir own
initiative and as soon as it is reasonable for theno so.

8.2.15 Access to the disclosed information is rets to financial
investigating officers within the Police and thes@ms and
Excise Department. In the event of a prosecufpraduction
orders will be obtained to produce the material tfteg Court.
Section 26 of the DTROP and the OSCO place sesgttictions
on revealing the identity of the person making ldisare under
section 25A.

8.2.16 Whilst there are no statutory requiremeatprovide feedback
arising from investigations, the Police and the tGus and
Excise Department recognize the importance of Igavin
effective feedback procedures in place. The JFl&y,non
request, provide to a disclosing institution augaeport on the
disclosure.

8.2.17 Enhancing and maintaining the integrity bé trelationship
which has been established between law enforceagaricies
and insurance institutions is considered to be afamount
importance.
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9.

STAFF SCREENING AND TRAINING

9.1 Screening

9.11

9.1.2

Insurance institutions should identify they kmositions within
their organizations with respect to anti-money tenng and
combat of terrorist financing and should develog fbllowing
internal procedures for assessing whether emplowdsg up
the key positions meet fit and proper requiremems are of
high standards:

(a) verification of the identity of the person involyexhd

(b) verification as to whether the information and refees
provided by the employee are correct and complete.

Insurance institutions should keep recordshenidentification
data obtained from their employees mentioned iragraph
9.1.1. The records should demonstrate the duegediie
performed in relation to the fit and proper reqoieats.

9.2 Training

9.2.1

9.2.2

9.2.3

Staff must be aware of their own personabalbibns under the
DTROP, the OSCO and the UNATMO and that they can be
personally liable for failing to report informatioto the
authorities. They are advised to read the relegantions of
the DTROP, the OSCO and the UNATMO. They must be
encouraged to co-operate fully with the law enfareat
agencies and to provide prompt notice of suspicious
transactions. They should be advised to reporpisiosis
transactions to their institution’s compliance odfi if they do

not know precisely what the underlying criminalieity is or
whether illegal activities have occurred.

It is, therefore, imperative that insurangsgtitutions introduce
comprehensive measures to ensure that staff dyeafrbre of
their responsibilities.

Timing and content of training packages fariaus sectors of
staff will need to be adapted by individual insuwramstitutions

for their own needs. However, it is recommendeat tine

following might be appropriate:
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(a) New employees

A general appreciation of the background to money
laundering and terrorist financing, and the subsatjneed

for identifying and reporting of any suspiciousgactions

to the appropriate designated point, should beigeavto

all new employees who will be dealing with custosner
their transactions, irrespective of the level ohisaty.
They should be made aware of the importance placed
the reporting of suspicions by the insurance iastn,
that there is a legal requirement to report, amad tinere is

a personal statutory obligation in this respect.

(b) Sales/Advisory staff

Members of staff who are dealing directly with fhablic
(whether as members of staff, agents or brokees)tla
first point of contact with those who may commit mey
laundering or terrorist financing offence and tff@rés of
such staff are therefore vital to the strategyha fight
against money laundering and terrorist financinghey
should be made aware of their legal responsitslitie
including the insurance institution’s reporting teya for
such transactions. Training should be providedamas
that may give rise to suspicions and on the prosedto
be adopted when a transaction is deemed to becguspi

It is vital that “front-line” staff are made awawd the
insurance institution’s policy for dealing with noegular
customers particularly where large transactions are
involved, and the need for extra vigilance in thesses.

(c) Processing staff

Those members of staff who receive completed malso
and cheques for payment of the single premium
contribution must receive appropriate training inet
processing and verification procedures. The ifieation

of the proposer and the matching against the cheque
received in settlement are, for instance, key [sses.
Such staff should be aware that the offer of suspsc
funds accompanying a request to undertake an insera
contract may need to be reported to the relevahbaties
irrespective of whether or not the funds are aazkpt the
proposal proceeded with. Staff must know what
procedures to follow.
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(d) Management

A higher level of instruction covering all aspeat
policies and procedures on prevention of money
laundering and terrorist financing should be predido
those with the responsibility for supervising ornaging
staff and for auditing the system. The training imclude
their responsibility regarding the relevant policiand
procedures, the offences and penalties arising ftioen
DTROP, the OSCO and the UNATMO, internal reporting
procedures and the requirements for verificatiord an
record keeping.

(e) Compliance officers

The compliance officers should receive in-dep#ining

concerning all aspects of relevant legislation,dguces
and policies and procedures on the prevention afiayo
laundering and terrorist financing.

() On-going training

It will also be necessary to make arrangements for
refresher training at regular intervals to ensheg staff do

not forget their responsibilities. It is suggesthadt this
might be best achieved by a twelve or six-monteliew

of training or, alternatively, a review of the insttions for
recognizing and reporting suspected money launglesm
terrorist financing transactions.

Office of the Commissioner of Insurance a4



Annex 1

RECOGNIZED STOCK EXCHANGE

Stock exchange of a country which is a member of FIA& or a specified stock
exchange as defined under the Securities and Futwgerdinance (Cap. 571) (but
excluding exchanges in jurisdictions which do not roinsufficiently apply the

FATF Recommendations)

FATF members

Argentina Hong Kong, China
Australia Iceland

Austria India

Belgium Ireland

Brazil Italy

Canada Japan

China Luxembourg
Denmark Mexico

Finland Kingdom of the Netherlands
France New Zealand
Germany Norway

Greece Portugal

Specified stock exchanges in non-FATF countries

Kuala Lumpur Stock Exchange
Stock Exchange of Thailand
Philippine Stock Exchange, Inc.

Republic of Korea
Russian Federation
Singapore
South Africa

Spain

Sweden
Switzerland
Turkey

United Kingdom

United States
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Annex 2

‘SAFE” APPROACH RECOMMENDED BY
THE JOINT FINANCIAL INTELLIGENCE UNIT

The “SAFE” Approach is an effective systemic apptoao identify suspicious
financial activity which involves the following fosteps:

(a) Step one: Screen the account for suspicious indicators: Reitiogn of a
suspicious activity indicator or indicators

(b) Step two: Ask the customer appropriate questions

(c) Step threeFind out the customer's records: Review of infororatalready known
when deciding if the apparently suspicious actiigtyo be expected

(d) Step four: Evaluate all the above information: Is the trangacsuspicious?

Examination of the Suspicious Transactions Repprti®TR”) received by the JFIU
reveals that many reporting institutions do not uke system outlined above.
Commonly, institutions make a STR merely becauseispicious activity indicator
has been recognized, i.e. only step one of thesystapproach is followed, steps two,
three and four are not followed. This failure te ube systemic approach leads to a
lower quality of STRs.

Each of the four steps of the systemic approacuspicious activity identification is
discussed in more detail in the following paragsphnsurance institutions should
consider carefully the specific nature of theirihass, organizational structure, type
of customer and transaction, etc. when designiag twn systems for implementing
the respective steps.

Step one: Screen the account for suspicious indicators: Retiognof a suspicious
activity indicator or indicators

The recognition of an indicator, or better stildicators, of suspicious
financial activity is the first step in the suspigs activity identification
system. A list of suspicious activity indicatormmumonly seen within the
insurance sector is shown at Annex 3.

Insurance institutions can use different methodsthi@a recognition of
suspicious activity indicators. The measures sunze@ below are
recognized as contributing towards an effective raeapproach to
suspicious activity identification.

(@) Train and maintain awareness levels of alf stafuspicious activity
identification.

This approach is most effective in situations imak staff have face-
to-face contact with a customer who carries out atiqular
transaction which displays suspicious activity gadors. However,
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this approach is much less effective in situationsvhich either,
there is no face-to-face contact between customdrstaff, or the
customer deals with different staff to carry oweaies of transactions
which are not suspicious if considered individually

(b) Identification of areas in which staff/custoniace-to-face contact is
lacking (e.g. sales through internet) and use ditedal methods for
suspicious activity identification in these areas.

(c) Use of a computer programme to identify acceuttowing activity
which fulfils predetermined criteria based on comigcseen money
laundering methods.

(d) Insurance institutions’ internal inspection teys to include
inspection of STR.

(e) Identification of “High Risk” customers, i.eustomers of the type
which are commonly high risk in nature, e.g. PEReater attention
is paid to monitoring of the activity of these ausers for suspicious
transactions.

(f) Flagging of customers of special interest op tomputer. Staff
carrying out future transactions will notice thelaf” on their
computer screens and pay extra attention to thesddions
conducted by the customer. Customers to be flaggedhose in
respect of which a suspicious transaction repatideen made and/or
customers of high risk nature.

A problem with flagging is that staff who come a large
transaction involving a flagged customer may temdneke a report
to the compliance officer whether or not the tratisa is suspicious.
This has the effect of overburdening compliancecefs with low
quality reports. Flagging may also lead to stadfidving that if a
customer is not flagged it is not suspicious. fStadfist be educated
on the proper usage of flagging if it is to worloperly.

(g) Adopt more stringent policies in respect of tongers who are
expected to pay in large amount of cash or to @msehsingle
premium policies, e.g. request customers for thgeeted nature of
transactions and source of funds when establishuginess
relationship.

Step two: Ask the customer appropriate questions

If staff carry out a transaction or transactionsda@ustomer bearing one or
more suspicious activity indicators, they shoul@gjion the customer on
the reason for conducting the transaction(s) aeddbantity of the source
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and ultimate beneficiary of the money being tratexhc Staff should
consider whether the customer’s story amounts toeasonable and
legitimate explanation of the financial activitysasved. If not, then the
customer's activity should be regarded as suspcEnd a suspicious
transaction report should be made to the JFIU.

On occasions staff of insurance institutions may rbkictant to ask
guestions of the type mentioned above. Grounddhisrreluctance are
that the customer may realize that he, or shajspexted of illegal activity,
or regards such questions as none of the questdmesiness. In either
scenario the customer may be offended or becomensiee and

uncooperative, or even take his, or her, businéssnvbere. This is a
genuine concern but can be overcome by staff askiegtions which are
apparently in furtherance of promoting the serviagsthe insurance
institution or satisfying customer needs, but whigh solicit replies to the

guestions above without putting the customer ondriser, guard.

Appropriate questions to ask in order to obtairegplanation of the reason
for conducting a transaction bearing suspiciousviagtindicators will
depend upon the circumstances of the financiaviactobserved. For
example, if a customer wishes to make a large trasisaction then staff
can ask the customer the reason for using casheogrounds that the staff
may be able to offer advice on a more secure methoderform the
transaction.

Persons engaged in legitimate business generally ha objection to, or
hesitation in answering such questions. Persardvied in illegal activity
are more likely to refuse to answer, give only gipbhexplanation or give
an explanation which is unlikely to be true.

If a customer is unwilling, or refuses, to answaesfions or gives replies
which staff suspect are incorrect or untrue, theés/rhe taken as a further
indication of the suspicious nature of the finahativity.

Step threeFind out the customer's records: Review of inforomvatalready known
when deciding if the apparently suspicious actiigtyo be expected

The third stage in the systemic approach to sumpsci activity
identification is to review the information alreakligown to the insurance
institution about the customer and his, or heryiprtes financial activity
and consider this information to decide if the app#y suspicious activity
Is to be expected from the customer. This stagensmonly known as the
“know your customer principle”.

Insurance institutions hold various pieces of infation on their
customers which can be useful when consideringhd tustomers’
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Step four:

financial activity is to be expected or is unusu@dxamples of some of
these information items and the conclusions whicy rhe drawn from
them are listed below:

(a) The customers’ occupation. Certain occupationgy the customer
is a low wage earner e.g. driver, hawker, waitéudent. The
purchase of insurance policies with large transacimounts from
such customers would not therefore be expected.

(b) The customers’ residential address. A resideatldress in low cost
housing, e.g. public housing, may be indicativa tdw wage earner.

Evaluate all the above information: Is the trangacsuspicious?

The final step in the suspicious activity idengfion system is the
decision whether or not to make a STR. Due tofdlee that suspicion is
difficult to quantify, it is not possible to givexact guidelines on the
circumstances in which a STR should, or should betmade. However,
such a decision will be of the highest quality whaih the relevant
circumstances are known to, and considered bydéwsion maker, i.e.
when all three of the preceding steps in the sumsc transaction
identification system have been completed and ansidered. If, having
considered all the circumstances, staff find thdividg genuinely

suspicious then an STR should be made.

IMPORTANT NOTE

The above information is extracted from the reléyaart of the website of the JFIU at
http: /imww.jfiu.gov.hk/eng/suspicious_screen.html. Insurance institutions are
advised to regularly browse the website for lait@srmation.
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10.

11.

12.

13.

14.

15.

16.

INDICATORS OF SUSPICIOUS TRANSACTIONS

A request by a customer to enter into an insuranogract(s) where the source of
the funds is unclear or not consistent with theamer’s apparent standing.

A sudden request for a significant purchase of mpllsum contract with an
existing client whose current contracts are small af regular payments only.

A proposal which has no discernible purpose areluctance to divulge a “need”
for making the investment.

A proposal to purchase and settle by cash.

A proposal to purchase by utilizing a cheque drdrem an account other than
the personal account of the proposer.

The prospective client who does not wish to knowutbnvestment performance
but does enquire on the early cancellation/surneafithe particular contract.

A customer establishes a large insurance policyvéatidn a short period of time
cancels the policy, requests the return of the gakle payable to a third party.

Early termination of a product, especially in aslos

A customer applies for an insurance policy relatiogbusiness outside the
customer’s normal pattern of business.

A customer requests for a purchase of insurandeypl an amount considered
to be beyond his apparent need.

A customer attempts to use cash to complete a peapbtransaction when this
type of business transaction would normally be lehdy cheques or other
payment instruments.

A customer refuses, or is unwilling, to provide kxgation of financial activity,
or provides explanation assessed to be untrue.

A customer is reluctant to provide normal inforroatiwhen applying for an
insurance policy, provides minimal or fictitious fonmation or, provides
information that is difficult or expensive for tiestitution to verify.

Delay in the provision of information to enableifieation to be completed.

Opening accounts with the customer’s address authigl local service area.

Opening accounts with names similar to other eistaddl business entities.
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17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

Attempting to open or operating accounts undetsefaame.
Any transaction involving an undisclosed party.
A transfer of the benefit of a product to an apptyeunrelated third party.

A change of the designated beneficiaries (espgciélthis can be achieved
without knowledge or consent of the insurer antterright to payment could be
transferred simply by signing an endorsement omptiiey).

Substitution, during the life of an insurance caaty of the ultimate beneficiary
with a person without any apparent connection wighpolicy holder.

The customer accepts very unfavourable conditiomslated to his health or age.
An atypical incidence of pre-payment of insurangngums.

Insurance premiums have been paid in one curremtyexjuests for claims to be
paid in another currency.

Activity is incommensurate with that expected frim customer considering the
information already known about the customer anel ¢thistomer’s previous
financial activity.  (For individual customers, der customer's age,
occupation, residential address, general appearaywe and level of previous
financial activity. For corporate customers, cdesitype and level of activity.)

Any unusual employment of an intermediary in theurse of some usual
transaction or formal activity e.g. payment of claior high commission to an
unusual intermediary.

A customer appears to have policies with sevesditutions.

A customer wants to borrow the maximum cash valtiea single premium
policy, soon after paying for the policy.

The customer who is basedjurisdictions which do not or insufficiently apply
the FATF Recommendations designated by the FATH ftione to time or in
countries where the production of drugs or druffitldng may be prevalent.

The customer who is introduced by an overseas ag#itiator or other company
that is based inurisdictions which do not or insufficiently appihea FATF

Recommendations designated by the FATF from timénb@ or in countries
where corruption or the production of drugs or dimadgficking may be prevalent.
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31.

32.

33.

34.

35.

A customer who is based in Hong Kong and is seekitigmp sum investment
and offers to pay by a wire transaction or foreigrrency.

Unexpected changes in employee characteristics|awigh lifestyle or avoiding
taking holidays.

Unexpected change in employee or agent performamgce,the sales person
selling products has a remarkable or unexpectedase in performance.

Consistently high activity levels of single premmiuusiness far in excess of any
average company expectation.

The use of an address which is not the client'snp@ent address, e.g. utilization
of the salesman’s office or home address for thepaleh of customer
documentation.

IMPORTANT NOTE

The IAIS has published relevant examples and indisainvolving insurance in a
document called “Examples of money laundering amngpiious transactions
involving insurance”. The document can be downémhdrom IAIS website at
http: /mww.iaisweb.org/__temp/Examples of money laundering.pdf. The list will

be

updated periodically to include additional ex@apidentified. Insurance

institutions are advised to regularly browse thésite for latest information.
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EXAMPLES OF MONEY LAUNDERING SCHEMES *®

LIFE INSURANCE
Casel

In 1990, a British insurance sales agent was ctewiof violating a money laundering
statute. The insurance agent was involved in aemdaundering scheme in which
over US$1.5 million was initially placed with a kam England. The “layering
process” involved the purchase of single premiusutiance policies. The insurance
agent became a top producer at his insurance comgadh later won a company
award for his sales efforts. This particular cas®lved the efforts of more than just
a sales agent. The insurance agent’'s superviseralga charged with violating the
money laundering statute. This case has shownrhomey laundering, coupled with
a corrupt employee, can expose an insurance comgamegative publicity and
possible criminal liability.

Case?2

A company director from Company W, Mr. H, set upnaney laundering scheme
involving two companies, each one established umwer different legal systems.
Both of the entities were to provide financial see¢ and providing financial
guarantees for which he would act as director. s€heompanies wired the sum of
US$1.1 million to the accounts of Mr. H in Countgy It is likely that the funds
originated in some sort of criminal activity anddhaready been introduced in some
way into the financial system. Mr. H also receitehsfers from Country C. Funds
were transferred from one account to another (sévempes of accounts were
involved, including both current and savings acd¢sun Through one of these
transfers, the funds were transferred to Countiiydth a current account in order to
make payments on life insurance policies. Thestment in these policies was the
main mechanism in the scheme for laundering thegurrhe premiums paid for the
life insurance policies in Country U amounted tomso US$1.2 million and
represented the last step in the laundering operati

Case3
Customs officials in Country X initiated an invegttion which identified a narcotics

trafficking organization utilized the insurance teec to launder proceeds.
Investigative efforts by law enforcement agenciasseveral different countries

18 Majority of the examples of money laundering sobs in this annex are extracted from the IAIS dagnm
“Examples of money laundering and suspicious tretitsas involving insurance”. The document can be
downloaded attp://www.iaisweb.org/ temp/Examples of money laundering.pdf.
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identified narcotic traffickers were laundering @isnthrough Insurance firm Z located
in an off-shore jurisdiction.

Insurance firm Z offers investment products simi@rmutual funds. The rate of
return is tied to the major world stock market o&li so the insurance policies were
able to perform as investments. The account heldeyuld over-fund the policy,
moving monies into and out of the fund for the co$tthe penalty for early
withdrawal. The funds would then emerge as a wiaasfer or cheque from an
insurance company and the funds were apparentycle

To date, this investigation has identified that oWS$29 million was laundered

through this scheme, of which over US$9 million Hmeeen seized. Additionally,

based on joint investigative efforts by Countrythe( source country of the narcotics)
and Country Z customs officials, several searchravds and arrest warrants were
executed relating to money laundering activitiesolmed individuals associated with

Insurance firm Z.

Case 4

An attempt was made to purchase life policies faumber of foreign nationals. The
underwriter was requested to provide life coveragh an indemnity value identical
to the premium. There were also indications thahe event that the policies were to
be cancelled, the return premiums were to be paaa bank account in a different
jurisdiction to the assured.

Caseb

On a smaller scale, local police authorities weneestigating the placement of cash
by a drug trafficker. The funds were deposited is¢veral bank accounts and then
transferred to an account in another jurisdictidime drug trafficker then entered into
a US$75,000 life insurance policy. Payment forpgbicy was made by two separate
wire transfers from the overseas accounts. It jaported that the funds used for
payment were the proceeds of overseas investme#is.the time of the drug

trafficker’s arrest, the insurer had received udtions for the early surrender of the

policy.

Case b

A customer contracted life insurance of a 10 yeamation with a cash payment
equivalent to around US$400,000. Following paymehé customer refused to
disclose the origin of the funds. The insurer regmb the case. It appears that
prosecution had been initiated in respect of tltkvidual's fraudulent management
activity.
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Case7

A life insurer learned from the media that a foreig with whom it had two life-
insurance contracts, was involved in Mafia actgtin his/her country. The contracts
were of 33 years duration. One provided for a paynof close to the equivalent of
US$1 million in case of death. The other was aealiinsurance with value of over
half this amount.

Case8

A client domiciled in a country party to a treaty the freedom of cross-border
provision of insurance services, contracted witHiferinsurer for a foreign life
insurance for 5 years with death cover for a doaynpent equivalent to around US$7
million. The beneficiary was altered twice: 3 muwhafter the establishment of the
policy and 2 months before the expiry of the inegm The insured remained the
same. The insurer reported the case. The lasffibemy - an alias - turned out to be
a PEP.

REINSURANCE
Casel

An insurer in country A sought reinsurance witheputable reinsurance company in
country B for its directors and officer cover of @mvestment firm in country A. The
insurer was prepared to pay four times the magketfor this reinsurance cover. This
raised the suspicion of the reinsurer which coethdw enforcement agencies.
Investigation made clear that the investment firmswbogus and controlled by
criminals with a drug background. The insurer hagnership links with the
investment firm. The impression is that - althowlybhg money would be laundered
by a payment received from the reinsurer - the npmrpose was to create the
appearance of legitimacy by using the name of atadype reinsurer. By offering to
pay above market rate the insurer probably intendedssure continuation of the
reinsurance arrangement.

INTERMEDIARIES
Casel

A person (later arrested for drug trafficking) madefinancial investment (life

insurance) of US$250,000 by means of an insurarmeeh He acted as follows. He
contacted an insurance broker and delivered a #oelunt of US$250,000 in three
cash instalments. The insurance broker did nairtepe delivery of that amount and
deposited the three instalments in the bank. Thesens raise no suspicion at the
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bank, since the insurance broker is known to themmesng connected to the insurance
branch. The insurance broker delivers, afterwatds,the insurance company
responsible for making the financial investmente¢hcheques from a bank account
under his name, totalling US$250,000, thus avoidhmeg raising suspicions with the
insurance company.

Case?2

Clients in several countries used the servicesrohermediary to purchase insurance
policies. Identification was taken from the clidnt way of an ID card, but these
details were unable to be clarified by the prowdinstitution locally, which was
reliant on the intermediary doing the due diligenbecks.

The policy was put in place and the relevant paymemre made by the intermediary
to the local institution. Then, after a couplenednths had elapsed, the institution
would receive notification from the client statitigat there was now a change in
circumstances, and they would have to close th&ydauffering the losses, but
coming away with a clean cheque from the institutio

On other occasions the policy would be left to fona couple of years before being
closed with the request that the payment be maddhod party. This was often paid
with the receiving institution, if local, not queng the payment as it had come from
another reputable local institution.

Case3

An insurance company was established by a welbkskeed insurance management
operation. One of the clients, a Russian insuraimapany, had been introduced
through the management of the company’s Londor®ffia an intermediary.

In this particular deal, the client would receivépeofit commission” if the claims for
the period were less than the premiums receivadlowing an on-site inspection of
the company by the insurance regulators, it becapparent that the payment route
out for the profit commission did not match thewl®f funds into the insurance
company’s account. Also, the regulators were un#bhlscertain the origin and route
of the funds as the intermediary involved refused supply this information.
Following further investigation, it was noted thtéitere were several companies
involved in the payment of funds and it was diffido ascertain how these companies
were connected with the original insured, the Rarsgisurance company.
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Case4

A construction project was being financed in Europpée financing also provided for

a consulting company’s fees. To secure the paymérihe fees, an investment
account was established and a sum equivalent tmdrdS$400,000 deposited with a
life-insurer. The consulting company obtained pewvef attorney for the account.

Immediately following the setting up of the accqumhe consulting company

withdrew the entire fee stipulated by the consglwontract. The insurer reported the
transaction as suspicious. It turns out that apleyee of the consulting company
was involved in several similar cases. The accwuimbzen.

OTHER EXAMPLES

Sngle premiums

An example involves the purchase of large, singlmum insurance policies and
their subsequent rapid redemption. A money lawrddoes this to obtain payment
from an insurance company. The person may faedemmption fee or cost, but this is
willingly paid in exchange for the value that hayifunds with an insurance company
as the immediate source provider.

In addition, the request for early encashment flsi premium policies, for cash or
settlement to an individual third party may arosgspicion.

Return premiums

There are several cases where the early cancallaiopolicies with return of
premium has been used to launder money. Thisd@asred where there have been:

(@) a number of policies entered into by the sansairer/intermediary for small
amounts and then cancelled at the same time;

(b) return premium being credited to an accounfeddint from the original
account;

(c) requests for return premiums in currenciesedgnt from the original premium;
and

(d) regular purchase and cancellation of policies.
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Overpayment of premiums

Another simple method by which funds can be lauediés by arranging for excessive
numbers or excessively high values of insuranacmbearsements by cheque or wire
transfer to be made. A money launderer may well tegitimate assets or businesses
as well as an illegal enterprise. In this methdwk taunderer may arrange for
insurance of the legitimate assets and ‘accidgntaiut on a recurring basis,
significantly overpay his premiums and requestfan@ for the excess. Often, the
person does so in the belief that his relationshib his representative at the company
is such that the representative will be unwillimgconfront a customer who is both
profitable to the company and important to his auncess.

The overpayment of premiums, has been used as laodheif money laundering.
Insurers should be especially vigilant where:

» the overpayment is over a certain size (say US®D000 equivalent);
 the request to refund the excess premium washwodagarty;
» the assured is in a jurisdiction associated witmeydaundering; and

* where the size or regularity of overpayments ip®suisus.

High brokerage / third party payments/ strange premium routes

High brokerage can be used to pay off third pad@®lated to the insurance contract.
This often coincides with example of unusual premnoutes.

Assignment of claims

In a similar way, a money launderer may arrangé groups of otherwise legitimate
people, perhaps owners of businesses, to assigiegitiynate claims on their policies
to be paid to the money launderer. The laundem@mises to pay these businesses,
perhaps in cash, money orders or travellers chequgsercentage of any claim
payments paid to him above and beyond the facee\@lthe claim payments. In this
case the money laundering strategy involves ndtimadl fraud against the insurer.
Rather, the launderer has an interest in obtaifungs with a direct source from an
insurance company, and is willing to pay otherstifos privilege. The launderer may
even be strict in insisting that the person doesreoeive any fraudulent claims
payments, because the person does not want te mmwwanted attention.
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IMPORTANT NOTE

Apart from the above examples of money laundericiigeses, the FATF has also
published annually detailed typologies involvingunance supported by useful case
examples in documents called “Money Laundering &rrdst Financing
Typologies”. The documents can be downloadedeaptiblications section of FATF
website athttp://www.fatf-gafi.org. Insurance institutions are advised to regularly

browse the website for latest information.
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SAMPLE REPORT MADE TO THE JOINT FINANCIAL INTELLIGE NCE UNIT

of the United Nations (Anti-Terrorism Measures) iDedhce
to the Joint Financial Intelligence Unit

Report made under section 25A of the Drug TraffigkiRecovery of

Proceeds) Ordinance/Organized and Serious Crimgis&rce or section 12 Date

Ref. No.

NAME AND ADDRESS OF
INSURANCE INSTITUTION

NAME OF SUSPICIOUS
CUSTOMER (in full)

DATE OF ISSUE OF
INSURANCE POLICY (if
applicable)

DATE OF BIRTH / DATE OF
INCORPORATION*

OCCUPATION & EMPLOYER
/ NATURE OF BUSINESS*

NATIONALITY / PLACE OF
INCORPORATION*

HKID / PASSPORT / BUSINESS
REGISTRATION NO.*

ADDRESS OF CUSTOMER

INFORMATION NAME & ADDRESS, RELATION
OF THE WITH CUSTOMER

BENEFICIARY

DATE OF BIRTH / HKID /
DATE OF PASSPORT
INCORPORATION* NO.

NATIONALITY /
PLACE OF
INCORPORATION*

DETAILS OF TRANSACTION PARTICULARS OF
AROUSING SUSPICION, TRANSACTION
AND THE SUM INVOLVED
INDICATING SOURCE &
CURRENCY USE. PLEASE
ALSO ENCLOSE COPY OF
THE TRANSACTION AND
OTHER RELEVANT
DOCUMENT

AMOUNT DATE

SOURCE

OTHER RELEVANT
INFORMATION INCLUDING
REASON FOR SUSPICION
AROUSED

NO.

REPORTING OFFICER / TEL. SIGNATURE

ENTERED RECORDS

* in the case of a corporation
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JOINT FINANCIAL INTELLIGENCE UNIT CONTACT DETAILS

Written report should be sent to the Joint Findnbigéelligence Unit at either the
address, fax number, e-mail or PO Box listed below:

The Joint Financial Intelligence Unit,
28/F, Arsenal House West Wing,
Hong Kong Police Headquarters,
Arsenal Street,

Hong Kong.

or
The Joint Financial Intelligence Unit,
GPO Box 6555,
Hong Kong Post Office,
Hong Kong.
Tel: 2866 3366
Fax: 2529 4013

Email: jfiu@police.gov.hk

Urgent reports should be made either by fax, e-ordiy telephone to 2866 3366.
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SAMPLE ACKNOWLEDGEMENT LETTER ISSUED BY
THE JOINT FINANCIAL INTELLIGENCE UNIT

Date:
The Compliance Officer
Any Insurance Co./Broker

Your ref.:

Dear Sir,
Drug Trafficking (Recovery of Proceeds) Ordinance
Organized and Serious Crimes Ordinance
United Nations (Anti-Terrorism Measures) Ordinance
| refer to your disclosure made to the Joint Faianintelligence Unit on
[ ] under the above references.

| acknowledge receipt of the information supplibg you under the
provisions of Section 25A of the Drug Trafficking€covery of Proceeds) Ordinance,
Cap. 405 and the Organized and Serious Crimes @rda) Cap. 455 / Section 12 of
the United Nations (Anti-Terrorism Measures) Ordiog, Cap. 575.

Based upon the information currently availablensemt is given for you to
continue to operate the account(s) in accordantte warmal insurance practice under
the provisions of the Ordinance(s).

Thank you for your co-operation.

Yours faithfully,

Joint Financial Intelligence Unit
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